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Abstract
This dissertation analyzed the policies of colleges in the Mid-Atlantic United
States as they relate to the ethical use of surveillance cameras on college campuses. The
quantitative study surveyed security professionals at these colleges to assess how each
college developed, deployed, and integrated CCTV policies related to securing video
data, safeguarding privacy, and prevention of the potential for the unethical use of
surveillance cameras. This research used the Baldrige Criteria Scoring System to
develop questions for the survey related to the Approach, Deployment, Learning, and
Integration of each college’s policies. The findings of this research will enable colleges
to develop standardized best practices to use when developing ethical use of CCTV
policies. The analysis of the survey responses determined that less than 50% of the
colleges participating in the study actually had a written CCTV policy. Many of the
policies that colleges did have, failed to include mandated training of personnel, or
provisions ensuring that their policies remained up-to-date. The results indicated that all
types of colleges, public and private, two-year and four-year, lacked consistent and
comprehensive policies regulating the use of CCTV on their campuses.
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Chapter 1: Introduction
Introduction
In 2011, college campuses like many cities in the United States were the sites of
protests related to the “Occupy Wall Street” movement (Wollen & Harris, 2011). Video
footage of student protests at Harvard, Berkeley, and other campuses were shown nightly
on the local news stations. This video immediately appeared around the world via social
networking sites such as Facebook, Twitter, and YouTube. The United States
constitution protects the rights of private citizens and the media to videotape and
broadcast these events taking place in public locations. What about surveillance camera
video recorded by colleges on their campuses, should this also be available for broadcast?
Is it appropriate for colleges and universities to make video of incidents involving their
student population, such as peaceful protests, available to the public, or should strong
safeguards exist to protect the students’ right to privacy on their college campuses?
Should video recorded by the colleges, primarily installed as a crime prevention
measure, be used to identify students participating in lawful demonstrations, or other
normal college functions? What if unethical operators of the university owned
surveillance systems, released video to a social media site, such as YouTube, because the
video was humorous, embarrassing, or controversial?
This research explored the ethical use of video surveillance technologies by
colleges and universities in the United States. The researcher synthesized the relevant
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literature and theoretical frameworks related to surveillance monitoring on college
campuses and conducted an in-depth study of the ethical use of video surveillance.
Analyses were conducted on the existing literature published on the topic of
Closed Circuit Television Cameras (CCTV) and video surveillance related to camera use
by college campuses as a crime prevention method (Armitage, 2002; Clarke & Felson,
1993; Honess & Charman, 1992; Welsh & Farrington, 2002). Additionally, CCTV
policies currently in use by colleges in the United States and United Kingdom were
reviewed to assess the industry best practices related to surveillance cameras.
These analyses were used to design an Internet-based survey instrument designed
to evaluate how colleges develop, deploy, and integrate CCTV policies on their
campuses. The survey participants were Security and Public Safety professionals at
colleges and universities located in the Mid-Atlantic region of the United States.
Additionally all colleges were members of the International Association of College Law
Enforcement Administrators (IACLEA). This research survey compared data on the
actual policies and practices currently implemented by college and university on their
campuses. Using this data, the security professionals may develop industry-wide best
practice standards for the design of college CCTV surveillance policies.
Problem Statement
The problem that this research focused on is how colleges developed, deployed,
evaluated, and integrated policies related to the ethical use of CCTV on their campuses.
Each educational organization must develop their own policies for the ethical monitoring
and use of CCTV technology and the data collected by these systems. The lack of
industry-wide CCTV standards to guide colleges and universities in the ethical use of
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video surveillance technology results in vastly differing policies and criteria for the
security of the video data, and the prevention of potential unethical use of surveillance
cameras. The hypothesis or starting point for this research was that a strong welldeveloped policy, based on a standardization of industry-wide best practices will prevent,
detect, or deter the unethical use of video surveillance equipment and data in a university
setting.
Theoretical Rationale
The study analyzed routine activities theory, rational choice theory, and social
learning theory looking at the ethical arguments related to video surveillance, ethics, and
privacy. First, the researcher examined the theoretical rationale for the use of video
surveillance technologies as a crime prevention tool. Next, the researcher analyzed how
the same criminological theories used to justify installation of CCTV systems to combat
crime, rational choice, and routine activities theory, can be used to explain instances of
unethical behavior committed by CCTV surveillance system operators.
Statement of Purpose
This study evaluated colleges’ current practices and policies for the ethical use of
video technology using an Internet based survey completed by experts in the college
security field. The study analyzed the development, deployment, learning, and
integration of actual policies used to guide the ethical use of CCTV on college campuses.
These results of this study will allow practitioners in the field to assess or develop their
own policies related to the ethical use of camera systems. This research has potential
significance because prior research in this field was limited. This study identified
potential gaps in current policies and recommended areas of improvement for use by
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security professionals in the development of ethical use policies for college and
university surveillance systems.
Research Questions
The five research questions this study answered are as follows:
1. How do colleges and universities develop policies regulating the ethical use of
CCTV technology on their campuses?
2. How do colleges communicate their ethical use of CCTV policies to their
security or public safety personnel?
3. How do colleges communicate their ethical use of CCTV policies to their
student, faculty, and staff populations?
4. How do colleges ensure that their CCTV policies remain up to date as
technology and university needs change?
5. How do colleges integrate their university’s ethical use of CCTV policies with
their university’s other ethical policies, such as sexual harassment and discrimination?
Hypotheses. An analysis of the survey data was conducted using Chi-squared
Test for Independence and logistical regression to test the following five null hypotheses:
Null Hypothesis 1 (Hο1): There is no significant difference between the type of
school and the frequency of negative responses to having a written CCTV policy.
Null Hypothesis 2 (Hο2): There is no significant difference between campus
location (metropolitan, urban, urban-adjacent, and rural) and the frequency of negative
responses to having a written CCTV policy.
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Null Hypothesis 3(Hο3): There is no significant difference between the type of
security personnel (sworn, unsworn, mix of sworn and unsworn) and the frequency of
negative response to having a CCTV policy.
Null Hypothesis 4 (Hο4): There is no significant difference between the number
of students enrolled at a college and the frequency of negative responses to having a
written CCTV policy.
Null Hypothesis 5 (Hο5): There is no significant difference between the number
of cameras a college has installed on campus and the frequency of negative responses to
having a written CCTV policy.
Significance of the Study
Colleges and universities are investing resources installing and monitoring CCTV
camera systems on campuses. These schools must hire and train personnel to monitor
these camera systems, used to protect their campuses, yet there are no industry-wide
standards for the ethical use of these cameras. This study will enable creation of
industry-wide best practices for the development, deployment, evaluation, and integration
of policies related to the ethical use of CCTV on college campuses. Previously, each
institution had to determine if a policy on the ethical use of cameras was necessary for
their institution. Universities may now choose whether to develop and implement their
own ethical use policies or use this studies findings to develop best practices. The design
of these policies should; protect the data recorded from the cameras; restrict unethical or
inappropriate use by their employees; and prevent exposure to civil liability incurred as
the result of the unauthorized use or distribution of the data.
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Ethical use of technology such as CCTV is an emerging problem. Like many new
computer technologies, there is a lack of existing policies regulating how these new
technologies should be used. Often, organizations attempt to use existing policies that
inadequately address conduct related to new and rapidly growing technologies (Moor,
1985). “What is needed in such cases is an analysis that provides a coherent conceptual
framework within which to formulate a policy for action” (Moor, 1985, p. 266).
Universities and colleges do not differ from private businesses or government
agencies on the need to formulate strong ethical use policies for their CCTV systems.
These policies should strictly regulate the conduct of those operating and monitoring
these video surveillance systems and protect the recorded data. The potential impact,
both positive and negative, of a university monitoring public spaces using CCTV, and a
person’s expectation or right to privacy while in these public spaces was appropriate and
topical subject for this study.
Definitions of Terms
The terms related to the use of CCTV, cameras and surveillance technology are
derived from the reported best practices of professionals in the field of college security.
Baldrige Criteria Scoring System. The scoring system is organized around four
dimensions of Approach, Deployment, Learning, and Integration.
CCTV. Camera surveillance will be used as interchangeable with the notions of
video surveillance and Closed Circuit Television (CCTV) (Dubbeld, 2003).
Control room. The facility used by the owner of surveillance technologies,
college, police, or private business, to monitor the cameras and direct response to
incidents observed on the CCTV screens.
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Ethical behavior. “Ethical behavior is that which is morally accepted as ‘good’
and ‘right’ as opposed to ‘bad’ or ‘wrong’ in a particular setting” (Sims, 1992, p. 506).
This would include the use of a video surveillance system, and the data the system
records, only for its intended or lawful purpose. Ethical use of a surveillance system
would prohibit any private use or illegal monitoring of persons or places.
Information gathering. A term used to encompass the wide variety of ways to
find out what people are doing, thinking, or planning (Solove, 2011a).
Mid-Atlantic Region. A demographic area of the United States, as defined by
the International Association of Campus Law Enforcement Administrators (IACLEA).
The member States are New York, New Jersey, Delaware, Ohio, Pennsylvania, West
Virginia, Maryland, Washington D.C., and Kentucky.
Policy. Provides guidelines, regulations, or the like, to achieve change
(Fitzpatrick, Sanders, & Worthen, 2011).
Privacy. Privacy is the claim of individuals, groups, or institutions to determine
for themselves when, how, and to what extent information about them is communicated
to others. Privacy is the voluntary and temporary withdrawal of a person from the
general society through physical or psychological means, either in a state of solitude or
small-group intimacy or, when among larger groups, in a condition of anonymity or
reserve (Westin, 1967). Respect for private life, family, property, and correspondence
(Taylor, 2002).
Surveillance. Any focused, systematic, and routine attention to personal details
for purposes of influence, management, protection, or direction (Lyon, 2007).
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Video surveillance. The continuous, systematic, and remote monitoring of
people, and spaces, using video technology. Typically consists of a camera with a zoom
lens; a recording device such as a digital video recorder (DVR); and a monitor that
displays recorded images for real-time or subsequent viewing (Yesil, 2005).
Chapter Summary
Video surveillance technology is used by colleges, universities, public and private
agencies throughout the United States. The surveillance system owners installed these
systems with the intent of using the data recorded on these camera systems for the
purposes of crime prevention and life safety (Armitage, 2002). Yet, there is little or no
standardization of policies or regulations related to the installation or use of these
systems.
College security professionals are responsible for the safety and security of the
students, faculty, staff, and visitors who live on, and use the college campuses. Video
surveillance has become a commonplace method of crime prevention on many college
and university campuses, yet little regulation or oversight existed to prevent the misuse of
recorded video data (Schlosberg & Ozer, 2007). Without strong policies, the potential for
unethical use by control room operators and monitors will continue to exist (Cohen &
Felson, 1979). This research focused on the development of industry-wide best practice
recommendations enabling university, and college security professionals to assess the
appropriateness of their current ethical use of CCTV technology policies and develop
new policies were appropriate.
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Chapter 2: Review of the Literature
Introduction and Purpose
A review of the literature revealed conflict between the crime prevention experts
and privacy advocates. Hier and Greenberg (2009), and Hier, Walby, and Greenberg
(2006) advocated the use of CCTV cameras to address various social problems such as
crime, fraud, and terrorism. These researchers maintained that surveillance methods,
including CCTV used by the government, should remain unregulated. They further
endorsed a perception that any disagreement with public surveillance is dangerous to the
safety of the United States, and therefore supportive of terrorists. This perception
differed from the research of Schlosberg and Ozer (2007) that specifically addressed the
threat posed by public video surveillance on an individual’s right to privacy and an
erosion of civil liberties, despite law enforcement’s justification for these surveillance
programs.
The literature identified potential conflicts and trends in both ideologies and
research methods used by researchers to study the use of CCTV cameras and video
surveillance. These research conflicts, analyzed through technological and philosophical
lenses, were evaluated in this study to assess the value of video surveillance’s use as a
crime prevention/apprehension tool. Researchers contend that continued use of CCTV
without ethical use policies, by government or private organizations, such as colleges and
universities, would affect an individual’s right to privacy (Dubbeld, 2003; Schlosberg &
Ozer, 2007). Schlosberg and Ozer’s (2007) study compared intended uses of CCTV as a
9

crime prevention method, to the potential loss of an individual’s privacy through
unethical use of CCTV surveillance technology. They contend that there is little
correlation between installation of cameras and a decrease in crime.
A recent study of San Francisco’s existing CCTV legislation conducted by King,
Mulligan, and Raphael (2008) firmly supported implementation of reasonable oversight,
as successfully balancing the needs of law enforcement, and the privacy rights of an
individual. According to Goold (2006), the United States lags behind countries such as
the United Kingdom in terms of the number of cameras placed in public spaces. If the
current trend of rapid expansion of CCTV continues in the United States, it will only be a
matter of time before we see cameras on virtually every street corner, in our parks, and
throughout our public transportation system (Goold, 2006).
Although in the United States courts have not yet regulated CCTV or public
surveillance under the First or Fourth Amendments, Goold (2006) supports local and
state legislatures imposing their own restrictions on use of this technology. The
indecisiveness of federal and state legislatures appeared to support the unregulated use of
cameras by the police and other parties, therefore intimating support for further growth of
public surveillance technology.
In 2006, New York City Police Commissioner Raymond Kelly began installing a
surveillance network consisting of over 500 private and government owned cameras,
license plate readers, and roadblocks in Lower Manhattan (Mullins, 2006). Mullins noted
this “Ring of Steel,” modeled after a similar strategy used for years in London, was
created so every vehicle and person entering the area below 14th Street in Manhattan, is
videotaped, and monitored by the New York City Police Department (NYPD). Operators
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assigned to a video control center report suspicious vehicles or activities to NYPD
personnel who respond, investigate, and apprehend the offenders. Additionally, cameras
monitor and record the daily activities of private citizens as they drive, walk, or work in
this area, and that data is stored for police department review in the event any incident
occurs (Mullins, 2006). Successful use of CCTV, as a crime prevention method, relies on
observations by a control room operator monitoring the cameras, properly identifying
suspicious behavior, and their ability to direct responding officers to a location so those
officers may apprehend the suspect (Hier et al., 2006).
Review of the Literature
Although blanketing every corner with CCTV as a method of public surveillance
is widely used, privacy advocates criticize the excessive use of cameras, with little or no
regulatory oversight, as intrusive on a citizen’s rights to privacy (Hempel & Topfer,
2004). Moreover, some view the excessive deployment of this technology as an
unproductive use of economic resources and vulnerable to abuse by the organizations
monitoring the cameras (Hier & Greenberg, 2009).
Concerns over the potential for improper use of the video feeds from the cameras
resulted in a few municipalities, such as the City of San Francisco, passing legislation
regulating the use of security cameras (King et al., 2008). San Francisco’s Community
Safety Camera Ordinance of 2006 (CSC, 2006), limits government and private access to
recorded data, restricts the length of time video data may be stored, requires community
input on placement of any new cameras, and mandates annual reporting of crime statistics
to justify the continued use of cameras at each location (King et al., 2008).
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A review of the literature related to the effectiveness of cameras revealed that the
usefulness of CCTV as a crime prevention tool is unsettled. Cameras are supported by
some experts as a successful tool for crime prevention and invaluable for the
apprehension of criminals (Horne, 1996). Others claim cameras are a waste of limited
financial resources, have little documented success at combating crime, and affect the
right to privacy of those under observation (Davies, 1996). Interestingly, the analysis
revealed that individuals on both sides of the CCTV argument might suffer from
technological determinism. Each side shares a belief that technology and not the actions
of people, has an impact on crime, or affects an individual’s right to privacy (Norris &
Armstrong, 1999). The validity of technological determinism is not supported by
research, which reports that the success of cameras in combatting crime is directly related
to the active monitoring of these cameras by live camera operators not merely the
installation of cameras (La Vigne, Lowry, Markman, & Dwyer, 2011).
The literature review revealed potential weaknesses in the methodologies of some
of the research. These studies were conducted without using experimental control areas
comparing the success of the camera installation on crime in one area, to a similar area
without intervention (Taylor E., 2010). Other studies ignored interventions besides the
cameras, such as increased street lighting, that were occurring in the area of observation
during the studies (Welsh & Farrington, 2002). Additionally, some studies conducted for
a relatively short period after the initial installation of cameras, did not collect data for a
long enough time, to determine the full effect of the cameras on crime. Finally, these
studies did not fully investigate whether the initial effect of the camera installation would
dissipate over a period of time (Welsh & Farrington, 2002).
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Since 2000, researchers have conducted few research studies evaluating the
success of CCTV systems despite the increased installation of cameras in recent years.
The one major study conducted by Gill and Spriggs (2005) reported that only one out of
14 CCTV systems had any significant impact on crime in the areas installed. Yet
installation of large CCTV systems recording the daily routines of private persons in
public places continues in cities throughout the world (Taylor E., 2010).
Privacy is an often-mentioned topic in the literature related to any discussion of
CCTV monitoring (Goold, 2006; Lyon, 2002; Schlosberg & Ozer, 2007; Solove, 2011a).
Solove (2011) writes that a common statement made when individuals accept without
question, some government or private entity gathering personal information is, “I’ve got
nothing to hide” (Solove, 2011a, p. 21). The assumption by many is that you do not have
to worry if you have done nothing wrong (Solove, 2011). Privacy research conducted by
Solove and supported by Goold (2006), argues that privacy should be protected at all
costs because the failure to protect personal information can “inhibit such lawful
activities as free speech, free association, and other first amendment rights” (Solove,
2011, p. 4).
The data collected by video surveillance cameras can be used in conjunction with
other methods of identification such as access control cards and credit card purchases to
track the activities of an individual (Senior et al., 2003). This may not worry individuals
who have no fear of a loss of privacy, but Solove (2011) warns that the erosion of privacy
is not one single act, but occurs over time, through small seemingly insignificant acts. He
argues that these incremental losses of individual privacy, and the failure to protect what
each individual may want to hide, will result eventually in loss of personal privacy. This
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highlights a common concern that CCTV causes a loss of privacy and freedom (Jermyn,
2004, p. 76) and supports the recommendation that we should endeavor to create
safeguards protecting an individual’s right to privacy (Goold, 2006).
The researcher reviewed the literature related to the theories relevant to this
research, i.e. rational choice theory, routine activities theory, and social learning theory,
as they relate to the ethical use of video surveillance technology. These theories are
applicable to CCTV owner and operator performance, the need for ethical guidelines
addressing improper use of cameras, prevention of voyeurism, and subject targeting
biases. This research reviewed the current literature on the issues related to the public
and student’s rights to privacy in public places.
Rational choice theory. Rational choice theory has its roots in economics and
posits that criminals act to maximize the benefits of a crime committed and minimize the
risk of apprehension. The offenders seek to positively benefit themselves and weigh the
“choice-structuring properties” of alternatives such as not committing the criminal
actions (Cornish & Clarke, 1987, p. 935). Rational individuals choose the alternative that
is likely to give them the greatest satisfaction.
This theory assumes that criminals are making rational choices when deciding to
commit crimes. This theory, also known as environmental criminology, emphasizes that
the behavior of criminals is place-based, and any change in environment has a direct
impact on whether a crime occurs (Brantingham & Brantingham, 2003). According to
the theory, these decisions are rational because criminals weigh the cost and benefits of
committing a crime versus the potential for apprehension.
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Researchers report that the mere presence of video surveillance reduces crime in
the area of surveillance because criminals fear the increased risk of arrest (Welsh &
Farrington, 2002). This theory tends to support the decisions of many cities to install
cameras as a measure to deter crime (Armitage, Smyth, & Pease, 1999). Surette (2005)
supports the rational choice theory, reporting that the camera’s effect on crime depends
on the potential increase in risk criminals associate with apprehension. If the criminal
decides that the risk of apprehension outweighs the benefit of the crime he intended to
commit, the criminal will not commit the crime, or they will commit the criminal act
elsewhere.
Practitioners often use rational choice theory as an explanation to justify the
installation of cameras as a crime prevention tool (Armitage et al., 1999). As a focus of
this study, the researcher will use this theory to explain the choice made by surveillance
system monitors to use these systems in either an ethical or, an unethical manner. If the
camera system operator perceives the outcome, reward, or pleasure derived from the
unethical use of the camera system, exceeds the risk of discipline or detection, rational
choice theorizes the operator may choose to act in an unethical manner (Cornish &
Clarke, 1987).
Opponents of the rational choice theory, as it related to CCTV, report that
interviews of armed robbers in prison revealed, that the presence of CCTV technology
near the crime scene, was of little or no consideration on a criminal’s choice of intended
target (Erickson & Stenseth, 1996). Lupia, McCubbins, and Popkin (2000) suggest that
researchers considering the use of rational choice theory need to look at the actions of
people through a lens that considers an individual’s ability to make rational choices.
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These researchers further contend that not every person is capable of making an informed
choice. Some individuals suffer from diminished cognitive ability, and their capacity for
rational decision-making is impaired. If a criminal’s judgment is impaired, or affected by
their lack of cognitive ability or substance abuse, their ability to make a rational choice is
doubtful.
Routine activities theory. The second theoretical examination of the unethical
behavior of CCTV system operators is through the lens of routine activities theory. This
theory proposed by Cohen and Felson (1979) explains the three elements are necessary
for the criminal event to occur. The elements of the triangle are; a motivated offender,
the criminal; a suitable target, the victim; and the absence of a suitable guardian, no
police presence (Clarke & Felson, 1993). If any one of these elements is not present, a
crime does not occur.
The installation of cameras as a crime prevention tool may affect a change in the
daily routine of the victim, offender, or location. This varying of routine changes the
dynamics of the crime triangle (La Vigne, Lowry, Markman, & Dwyer, 2011). The
cameras act as “controllers” effecting the completion of the crime (Clarke & Felson,
1993). The crime may occur but in another place, or to a different victim, causing a
displacement of crime, not actually a decrease in crime.
Recently research has begun to apply routine activities theory to cybercrimes as
the anonymity to and availability of victims gives motivation to the offender (Choi,
2008). The literature reveals a few recent studies using routine activities theory to study
computer-based crimes (Marcum, 2008; Mensch, 2009). The suitability of using a CCTV
system to commit an unethical or illegal act without the victim’s knowledge, or suitable
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guardian to prevent the act supports the applicability of routine activities theory as a
theoretical framework (Cohen & Felson, 1979).
Surette (2005) states that boredom of CCTV operators, and the inability of most
surveillance systems to prevent unethical use by these operators, has led to voyeuristic
use of the cameras. Camera operators may use moveable cameras to view the inside of
private homes, women’s breasts, or other inappropriate behavior. In other instances,
camera operators may unlawfully target people for surveillance based solely on race or
other demographic factors (Norris & Armstrong, 1998). Without a reliable guardian to
monitor the behavior of CCTV operators, instances of unethical behavior related to bias
and voyeuristic behavior are possible.
The research on ethical use of cameras also investigated the role of strong ethical
use policies acting as a guardian over the behavior of video system operators. Will a
strong policy (guardian) remove one leg of the crime triangle and therefore prevent the
unethical use of video surveillance systems or the recorded data (Cohen & Felson, 1979)?
The criticism of routine activities theory primarily stems from those researchers
who endorse the social learning theory of crime as the more accurate explanation of the
occurrence of crime. Researchers in studies related to CCTV and operator performance
(Rye & Meaney, 2007) have used social learning theory as their theoretical framework.
Social learning theory of crime, based on a behavioral science theory developed by
Ronald Akers (Akers & Jensen, 2009) maintains that criminals learn to commit crime by
associating with other criminals. The theory stresses the important role that a criminal’s
peer group plays in determining if an individual engages in criminal activity.
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Social learning theory. Akers' social learning theory states that the three primary
mechanisms that teach people to engage in crime are reinforcement, values and attitudes,
and imitation (Akers & Jensen, 2009). This model, proposed by Akers, asserts that social
structure, peers, family, and environment, that the person is exposed to, have a direct
effect on their values and attitude. An individual exposed to a peer group exhibiting
criminal behavior, will begin to emulate that peer group, and model their behavior.
These behaviors are reinforced or rejected, based on the punishment or reward the
learned behavior receives.
Prior research related to both voyeurism (Rye & Meaney, 2007; Surette, 2005)
and operator bias (McCahill, 2002; Norris & Armstrong, 1999) supports the relationship
of social learning theory, as applicable to evaluating CCTV operator performance. The
literature describes voyeurism as “the act of becoming sexually aroused by watching
some form of activity of unsuspecting, unconsenting individuals” (Adams, 2000, p. 216).
Norris and Armstrong (1999) explain operator room bias as surveillance targeting
individual(s) for no particular reason other than that individual belonging to a particular
demographic group.
Operators of CCTV may target groups for surveillance as a method of social
control. Prior studies of control room behavior (McCahill, 2002; Norris & Armstrong,
1999; Saetnan, Lomell, & Wiecek, 2004) showed that individuals and groups were
routinely targeted based on appearance. These individuals were targeted “for no obvious
reason” rather than overt criminal behavior (Norris & Armstrong, 1999, p. 200). Their
research concluded that in many instances, the use of CCTV surveillance was a method
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of remotely following targeted individuals or groups, based on a category of appearance,
rather than any actual criminal or disorderly behavior.
Often noted in the research, are reported abuses of CCTV surveillance equipment
by control room operators based solely on appearance (Electronic Privacy Information
Center, 2008; McCahill, 2002; Norris & Armstrong, 1999; Schlosberg & Ozer, 2007). In
areas where security or police were deployed by the control room operators, McCahill
reports that there was a greater “chance that teenagers would be ejected” solely based on
operators targeting profile rather than behavior (2002, p. 202). The social learning theory
suggests that the basis for these behaviors, are the modeling of peer behavior. If the
organization, such as the university, does not have strong policies regulating this
behavior, the values and attitudes of the operator may, only be based on what they
learned from their peer, or social group (Akers & Jensen, 2009; Rye & Meaney, 2007).
Social learning theory is also the basis for studies on voyeurism (Akers & Jensen,
2009; Draeger, 2011). Research reveals that an operator of a CCTV system is five times
as likely to use cameras for voyeuristic purposes, as opposed to protectionist motives,
like crime prevention, for which it was intended (Norris & Armstrong, 1999). The
operator of a camera system may choose to use the system to view and record inside a
home or even watch a sexual act occurring on a rooftop, using infrared cameras
(Electronic Privacy Information Center, 2008). Both of these reported acts of voyeurism,
committed by cameras system controllers, were without the knowledge or consent of the
victims.
The increased instances of social and news media using recorded surveillance
video footage escalates the potential reward for operators to view, record, and distribute
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unauthorized video data (Jermyn, 2004; Norris & Armstrong, 1999). This seeming
reward for voyeuristic use of the cameras only encourages continued unethical use by
CCTV operators (Rye & Meaney, 2007). Operators may feel the reward of approval
from their peers, or the excitement of breaking rules justifies the use of cameras for this
purpose (Rye & Meaney, 2007). Conversely, if the rules and penalties, related to the
ethical use of cameras, were strong and enforced, the negative reinforcement of the
penalty, would help to curb this unethical use (Caron, 1998).
Voyeurism is an important reason for colleges to consider strong use policies for
their CCTV operators. The release of the video data recorded of students, without their
permission, for other than authorized use, may violate FERPA regulations (Department
of Education, 2008). Discussions on the loss of privacy and freedom, due to installation
of CCTV in public places, are a prevalent and common theme in the literature (Dubbeld,
2003; Electronic Privacy Information Center, 2008; Gallagher, 2004; Lyon, 2007).
Issues of privacy. An alternate way for the researcher to view this research, on
the ethical use of CCTV, was through an ethical lens. The researcher considered the
issues related to the ethical use of the surveillance systems, security of the recorded data,
and a person’s right to privacy. The research on privacy was limited as it applied to
surveillance technology and cameras. Many research articles discuss the impact of
CCTV, as it relates to a loss of privacy and infringement on individual rights, yet there is
no clear definition of the ethical use of surveillance technology (Dubbeld, 2003;
Gallagher, 2004; Hempel & Topfer, 2004).
This researcher has instead chosen to give an overview of the theoretical
framework of privacy, as it relates to CCTV and video surveillance, through a literature
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review on the privacy issues. Lyon (2002) warns of the possibility of the control room
operators and security professionals using the cameras as a method for sorting out
unwanted persons using social stereotypes based, not on behavior, but on preconceived
social biases. This makes the area less inviting or open to those not fitting the social
norm of the area under surveillance (Lyon, 2002).
Norris and Armstrong (1999), warn that without ethical surveillance monitoring
policies, those having surveillance control over a place will unduly target the young, and
ethnic minorities, for enforcement. Some camera systems and their assigned operators
have little or no formal regulations when it comes to CCTV monitoring. Schlosberg and
Ozer (2007) reviewed ethical use policies in California and found while many
municipalities did not have any policies, many of the policies that were in existence, were
weak and unenforceable. One policy in Fresno, California has a section that prohibits
racial profiling yet, in another section of the same regulation, supports race as a criterion
for targeted surveillance (Schlosberg & Ozer, 2007).
Currently, in the United States there are few existing regulations on the growth of
CCTV systems, either on campuses or in public (Schlosberg & Ozer, 2007). The lack of
strong regulations may permit a “Functional Creep” of technology which Winner (1977)
describes as a circumstance when technologies installed or designed for specific
purposes, such as crime prevention, are used for other, unintended purposes. An example
would be traffic cameras recording video of a plane crashing in the Hudson River or
recording a robbery on a street corner. This dramatic video was not the intended purpose
for installation of the cameras and seemingly, no harm occurred by these unintentional
recordings but potential for harm is possible in other cases (Gallagher, 2004).
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Privacy advocates argue that this functional creep has a potential in other less
benign circumstances to infringe on a citizen’s right to privacy. For example, a
demonstration on the street recorded by cameras where the protester’s image later
appears on television or an attempted suicide where the victim’s identity is revealed to
the public and the video of this disturbed person’s private act later is released for the
public to view (Gallagher, 2004; Taylor N. , 2002). This is an unintended consequence
and yet once these videos become public, for example on the news, YouTube, or
Facebook, the victims right to privacy cannot be restored (Gallagher, 2004). Privacy
regulations and the ethical use and safeguarding of video data would help prevent these
types of future occurrences.
Universities and other non-governmental owners of CCTV cameras and
surveillance systems monitor and record video images of public areas and use this data
for criminal and internal investigations. This research will analyze the methods used by
universities to ensure that the significant cost of installing, maintaining, and monitoring a
large CCTV system on a college campus includes policies implemented to ensure the
ethical use of these systems.
University administrators and public safety departments should be cognizant of
the Family Educational Rights and Privacy Act (FERPA), legislation enacted to protect
the privacy of student information (Department of Education, 2008). When universities
use CCTV to record student protests, on or off campus, the recording of these lawful
protests may be in violation of the student’s right to free speech, assembly, and
association. FERPA is a federal statute that generally bars colleges from giving law
enforcement agencies any student records, without written consent of the student, unless
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presented with a court order or subpoena. The video recordings of student activities on
campus pose unique legal and ethical issues. Careful consideration should be given by
any university administration before release of this video data or any data regulated by
FERPA (Department of Education, 2008).
The researcher reviewed the literature on the best practices on the ethical use of
CCTV systems. The studies recommended various methods for safeguarding video
surveillance data and controlling the rapid deployment of CCTV technology. The
American Civil Liberties Union (ACLU) recommended that installation of all CCTV
cameras cease immediately (Schlosberg & Ozer, 2007). To solidify this point, the
Electronic Privacy Information Center (2008) filed briefs with the Department of
Homeland Security requesting the use of video surveillance only be permitted in
instances when no other, less invasive, technology is appropriate.
The ACLU argues that research studies have shown that cameras are ineffective
and are a threat to civil liberties (Baile, 2008; Schlosberg & Ozer, 2007). These studies
recommend no active monitoring of cameras in an effort to prevent discriminatory
targeting or voyeuristic monitoring of the public. This recommendation is supported by
research on cameras systems in San Francisco (King et al., 2008). While the
recommendations contained in those studies were the most drastic, as they relate to
surveillance cameras, others have recommendations that are more realistic (Elizabeth II,
1998; Information and Privacy Commissioner of Ontario, 2007; Community Safety
Camera Ordinance, 2006; U.S. Department of Homeland Security, 2007).
The Data Protection Act of 1998 (Elizabeth II, 1998) was one of the first laws
enacted in the United Kingdom attempting to regulate and protect the exchange,
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safekeeping, and privacy of personal data. This act requires the registration of all public
CCTV systems. The registration of CCTV systems is mandatory in the United Kingdom
to ensure that all systems operate in accordance with the data protection principles
(Elizabeth II, 1998). Goold (2006) and King et al. (2008) also supported the registration
of systems and oversight by a regulatory agency for implementation in the United States.
Goold’s (2006) recommendations although similar, do not include a specific
regulatory body that should oversee the registration of video systems, but a similar
version of the recommendation is in place in San Francisco (Community Safety Camera
Ordinance, 2006). The Community Camera Safety Ordinance enacted in 2006 mandates
even government agencies must apply for permission from the Police Commission prior
to installation of public cameras (Community Safety Camera Ordinance, 2006). The
proposal for camera installation requires the Police Commission, to publish a report
justifying the installation of a camera, and hold a public hearing for neighborhood
comment on the installation. If the Police Commission approves the camera installation,
then public notice is required by both mailing those residing in the area of installation,
and the placement of signage announcing the pending installation of surveillance
cameras.
The Community Safety Camera Ordinance mandates that video recording be
restricted to areas readily visible from the streets, and sidewalks, by the human eye
(Community Safety Camera Ordinance, 2006). This is similar to the recommendations
made to safeguard privacy by other studies and municipalities (Information and Privacy
Commissioner of Ontario, 2007; Hempel & Topfer, 2004; Electronic Privacy Information
Center, 2008; U.S. Department of Homeland Security, 2007). The installation of cameras
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may impact the privacy and civil liberties of individuals and Goold (2006) along with
other experts (La Vigne et al., 2011; U.S. Department of Homeland Security, 2007)
recommend that cameras are placed so even individually controlled cameras, cannot be
aimed into private residences or other areas, that have a reasonable expectation of
privacy. This will avoid the voyeuristic gaze of an unethical camera operator.
Best practice recommendations also endorse controls on the release of data
without written request and limit review of recorded data only for investigation of
specific past crimes (Cavoukian, 2001; Goold, 2006; Hempel & Topfer, 2004). The use
of signage, warning an individual they are entering area of surveillance, is mandated in
some municipalities and countries (Cavoukian, 2001; Community Safety Camera
Ordinance, 2006; Data Protection Act 1998, 2000), and recommended by other studies
(Hempel & Topfer, 2004). The Department of Homeland Security recommends not only
notification to the public but suggests in their literature that, “public agencies installing
CCTV camera systems permit public inspection of these systems to build community
trust” (U.S. Department of Homeland Security, 2007, p. 31).
The final recommendations were consistent through many of the reports,
regulations, and studies. The requirement for policies guiding the use of CCTV
surveillance technology was recommended or mandated by La Vigne et al. (2011) and
others (Information and Privacy Commissioner of Ontario, 2007; Community Safety
Camera Ordinance, 2006; Goold, 2006; Hempel & Topfer, 2004; Electronic Privacy
Information Center, 2008) to assure transparency and oversight of the surveillance
systems. These policies should include how each institution deals with privacy breaches
and data security (Information and Privacy Commissioner of Ontario, 2007).
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Additionally recommended best practices included regular auditing of camera use and
mandatory training of personnel on camera use policies.
CCTV policies currently in use by colleges and universities were reviewed and
compared to the recommended best-practices guidelines of International Association of
Law Enforcement Administrators (IACLEA) (2007) and Department of Homeland
Security (U.S. Department of Homeland Security, 2007). A sample of publicly available
CCTV policies, from colleges in the United States and United Kingdom, were obtained
from the Internet. In the United Kingdom college and university CCTV policies,
consistently referred to complying with the Data Protection Act 1998 (DPA) (Elizabeth
II, 1998) as the requirement of the law (Callington Community College, 2011;
Canterbury Christ Church University, 2006; London South Bank University, 2010).
London South Bank University’s policy is well developed and comprehensive.
They assign responsibility for the system to the head of security and direct that the CCTV
system be registered on the “Data Protection register which is held by the Information
Commissioner” (London South Bank University, 2010, p. 1). This college additionally
mentions retention of data for approximately 28 days, and limits access to video data to
those authorized to view the cameras. Canterbury Christ Church University (2006) and
Callington Community College (2011) both have similar standards as London South
Bank University requiring data held only as long as necessary, restricting recording of
private residences, and requiring registration with the Information Commissioner.
The consistency of the three policies of the schools in the UK reflected the
standards of the DPA (Elizabeth II, 1998). There are provisions in the policies reviewed
allowing persons who believe they were recorded to request copies of the video from the
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colleges (Callington Community College, 2011; Canterbury Christ Church University,
2006; London South Bank University, 2010). The colleges must record these requests
and comply within a reasonable time but no longer than 40 days (London South Bank
University, 2010).
Additionally these previously mentioned policies require all authorized personnel
to handle CCTV data confidentially, and access to view the video is limited to authorized
personnel. Finally, the DPA (1998) requires the prominent display of signage in areas
where video surveillance is conducted. This signage must contain the name of the person
in control of the recorded data, the purpose of the recording, and the telephone number of
the contact person. The policies of the colleges in the UK reviewed for the study all met
or exceeded these guidelines related to proper signage (Callington Community College,
2011; Canterbury Christ Church University, 2006; London South Bank University,
2010). The mandatory requirements of the DPA (1998) are obvious when reviewing
plans of the colleges under the laws jurisdiction.
There is consistency throughout the policies published by colleges in the United
Kingdom. They are all very similar in message and format, quite dissimilar to the CCTV
policies of the colleges reviewed in the United States. In the US, there is no single legal
statute or standard policy guiding the use of CCTV on college campuses. A review of
policies publicly available on the Internet reveals policies that vary in scope and
oversight among the institutions.
The University of Nevada, Reno (UNR) (2006) has a comprehensive policy that is
regulated by Nevada law (Nevada Revised Statutes, 1993) and the Nevada Board of
Regents (2010). The UNR policy restricts the use of covert camera installation to mirror
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the Nevada regulations, and only allows covert installations in criminal investigations
with prior permission of the UNR President. Additionally, a Committee on Video
Surveillance (CVS) must approve all camera installations. This group consists of
representatives of various departments and groups including Facilities and Residential
Life; faculty and union staff; graduate and undergraduate students; and Public Safety.
The policy requires posted signage announcing the presence of cameras on campus,
regular review of requests for new cameras and the removal of existing cameras, and
regulates that video data are stored no longer than 30 days. Finally, the UNR policy only
allows viewing of video by authorized personnel and the university president must
approve the release of recorded video to any outside entity.
Syracuse University (2012) and Washington University in St. Louis (2011) have
similar policies to UNR (2006) requiring a committee to oversee camera installations.
Both schools place restrictions on installation of covert cameras, and allow for
procedures to appeal installation of new or removal of existing cameras. Syracuse
University’s Physical Safety and Security Systems Committee (PSSSC) and University of
Washington’s CCTV Committee both ensure that the security and Public Safety
Departments at their respective universities my review recorded video in case of criminal
investigations and ensure that all personnel are required to undergo training regulating the
use of this video. This training includes nondiscrimination policy and the professional
and ethical use of the cameras (Syracuse University, 2012) and restricts using cameras to
follow people unnecessarily. Both schools specifically restrict the use of cameras in
residential or private spaces where there are reasonable expectations of privacy (Syracuse
University, 2012; Washington University in St. Louis, 2011).

28

Similar to the previously cited policies, the policies of Johns Hopkins University
(2005) and University of Minnesota (2005) both restrict monitoring based on
characteristics prohibited in the non-discrimination policies and restrict use to legitimate
security functions. Differing then the policies of the other US schools reviewed
(Syracuse University, 2012; University of Nevada, 2006) both Johns Hopkins and
University of Minnesota assign full oversight of the CCTV systems, training, and policies
to their security departments. Neither of the above-mentioned schools has a CCTV
committee or needs approval before installing or releasing data. Training in the proper
use of the systems is required for all camera operators. Villanova University (2010) has a
similar policy but does not require oversight of any committee or person unless they are
requesting covert camera installation and specifically mentions release of images to local
law enforcement in accordance with FERPA (Department of Education, 2008).
Finally, Franklin & Marshall College (2008) and Bates College (2008) have
policies that vary from the prior colleges policies reviewed. While Bates College, and
Franklin & Marshall restrict viewing to only authorized personnel, they both have shorter
retention time for recorded data, 14 days for the former, and 15-20 days for the later.
Additionally, neither college’s policy requires training of personnel on the ethical use of
CCTV. Their policies only reference other college policies that should not be violated,
such as sexual harassment or discrimination policies.
Chapter Summary
At first, the use of CCTV seems a reasonable and prudent use of resources to
ensure the safety of a changing world, a more objective look may reveal this method of
Orwellian supervision as ineffective, and an erosion of the citizen’s right to privacy
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(Schlosberg & Ozer, 2007). Surveillance cameras have proven effective in identifying
offenders after a criminal act is committed, yet research has shown CCTV as a crime
prevention tool has had limited documented success (King et al., 2008). The threat of
future terrorist incidents after September 11, 2001 and an effort to combat the fear of
crime in our neighborhoods, empowered many cities, private businesses, and colleges to
utilize video surveillance as an acceptable means of crime prevention (Hier et al., 2006).
Theories of criminal and social behavior as well as issues of privacy as they relate
to control room operators and privacy rights were examined for this research. The
researcher examined rational choice and routine activities theories as they relate to the
installation of CCTV for the purpose of crime deterrence. Social learning theory was
discussed as it relates peer and social pressures on control room operators’ professional
and ethical use of CCTV technology. Finally, the research on issues related to privacy
examined the potential infringement on individual rights, of students and other persons
when using CCTV and surveillance technologies on a college campus in an unethical
manner.
The review of multiple college CCTV policies publicly available on the Internet
revealed differing levels of oversight at each college depending on the country the
college is located, either the UK or US, and the individual college’s regulations. In the
United Kingdom, the Data Protection Act of 1998 regulates use of CCTV (1998) so
consequently college policies published in the UK followed the law and were found to be
similar in content (Callington Community College, 2011; Canterbury Christ Church
University, 2006; London South Bank University, 2010).
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Some of the more comprehensive policies in the US required strict oversight of all
aspects of the CCTV policy and did not allow security personnel to make decisions on
camera placement or use (Syracuse University, 2012; University of Nevada, 2006;
Washington University in St. Louis, 2011). Other colleges require less oversight and
allow campus security or public safety personnel to make decisions related to CCTV
(Johns Hopkins University, 2005; Franklin and Marshall College, 2008; University of
Minnesota, 2005). The effectiveness of cameras as a crime prevention tool for industries,
such as universities versus the potential for liability through unethical use, is reason to
implement strong ethical use policies.
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Chapter 3: Research Design Methodology
Introduction
The review of the literature related to the ethical use of CCTV on college
campuses revealed that there are a myriad of CCTV policies currently in use. Yet, no
uniform standard for CCTV policy exists that all colleges are required to follow. In order
to obtain data on policies currently used in colleges and universities in the Mid-Atlantic
United States, an Internet-based survey was developed related to the ethical use of CCTV
on college campuses. This survey will gather data from a sample population of college
and university Directors of Public Safety and Security in the Mid-Atlantic United States.
The problem that this research focused on is the lack of standardized CCTV
policies related to the ethical use of surveillance camera technology, guiding colleges and
universities. Each educational organization must develop their own policies for the
ethical monitoring and use of CCTV technology and the data collected by these systems.
The starting point for this research looked to show that a strong well-developed policy,
based on a standardization of industry-wide best practices will prevent, detect, or deter
the unethical use of video surveillance equipment and data in a university setting.
The research used a quantitative survey-based research methodology. The
researcher developed and distributed an Internet-based survey instrument that requested
security professionals to evaluate their college or university’s policies related to the
ethical use of video surveillance. The literature review for this research identified
policies currently in use by colleges and universities. These policies, retrieved from open
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sources on the Internet via college web pages or publications were coded using Hyper
RESEARCH qualitative analysis software to create a codebook of themes, as
recommended by Creswell (2007). These themes then served as the basis for
development of the survey questions used in this study.
The survey, developed using the coding analysis data, asked the members of the
research population a series of questions assessing their CCTV policies, related to the
ethical use of video surveillance on their college campuses. The research participants
consisted of 265 college security directors and public safety administrators belong to the
International Association of College Law Enforcement Administrators (IACLEA) MidAtlantic region of the United States.
Using the IACLEA (2012) database of colleges and universities as the source of
the population, surveys were emailed via SurveyMonkey to the entire 265 members listed
as working at IACLA member schools in Mid-Atlantic region of the United States. Use
of a quantitative research survey was appropriate for this research, as the goal is to obtain
self-reported information from a sample population of all accredited colleges in the MidAtlantic United States, and extrapolate this information to design industry best practices
for the entire population of US colleges (Rea & Parker, 2005).
An analysis of the survey response data was conducted using SPSS, statistical
analysis software. This data, compared to the recommended practices for the installation
and use of CCTV issued by the security industry (IACLEA , 2007; U.S. Department of
Homeland Security, 2007), can be used by professionals to develop best practice
recommendations for use by college security professionals to formulate more
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comprehensive, and consistent, ethical use of CCTV policies for US colleges and
universities.
The research questions that this study attempted to answer are as follows:
1. How do colleges and universities develop policies regulating the ethical use of
CCTV technology on their campuses?
2. How do colleges communicate their ethical use of CCTV policies to their
security or public safety personnel?
3. How do colleges communicate their ethical use of CCTV policies to their
student, faculty, and staff populations?
4. How do colleges ensure that their CCTV policies remain up to date as
technology and university needs change?
5. How do colleges integrate their university’s ethical use of CCTV policies with
their university’s other ethical policies such as sexual harassment and discrimination.
Research Context
The research study endeavored to reach the entire population of 265 Public Safety
and Security professionals at colleges and universities in the Mid-Atlantic United States.
All participants’ colleges were members of International Association of Campus Law
Enforcement Administrators (IACLEA) and their database of colleges and universities
served to identify and contact the research study population (International Association of
Campus Law Enforcement Administrators, 2012). The research population, described as
the entire group of persons or institutions that the researcher wants the study to generalize
(Vogt & Johnson, 2011), was comprised of colleges and universities located in the MidAtlantic United States.
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The research format consisted of a quantitative survey administered to Security
and Public Safety professionals working at colleges and universities. The survey,
designed using Likert-type response choices, consisted of fixed-response multiple-choice
questions with the option to select an open-ended response choice with space to comment
if the none of the fixed answers were applicable to their school’s policy.
Additionally, the survey participants were requested to provide demographic data
on their schools, including location, security department size, and if the security
department was sworn or unsworn. Finally, there was an open-ended comment box at the
end of the survey for participants to add any additional information on their use of CCTV
or the development of their college’s CCTV policy they felt appropriate.
The study participants received an Internet-based survey sent to their email
address via SurveyMonkey. The questions were relevant to the development,
deployment, and integration of the ethical use of CCTV policies on college campuses.
The researcher ensured that identifying information on the survey, including the identities
of the research participants and their affiliated institutions, remained confidential.
Research Participants
Participants for this research study consisted of public safety and security
professionals from institutions of higher education in the United States. The researcher
will sample the entire population from the Mid-Atlantic region of colleges, as identified
by IACLEA (2012), to facilitate the generalizability of the research findings.
IACLEA is an organization of over 1200 colleges and universities around the
world. The purpose of IACLEA is to provide educational resources and professional
development for member schools. IACLEA also serves as an accrediting agency so
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colleges can strive to maintain the highest professional standards in the industry.
IACLEA is recognized in the college security and public industry as a source of guidance
and information on best practices in the profession. It is appropriate to use the members
of this organization as the research participants as they represent a cross section of the
industry.
The entire database of colleges and universities, obtained from IACLEA (2012)
was used to obtain a sample from the Mid-Atlantic region of colleges belonging to
IACLEA. The resulting total population consisted of 265 colleges and universities in the
Mid-Atlantic region. The name of participants and their affiliated schools will remain
anonymous in this study.
Instruments Used in Data Collection
This study used a quantitative Internet-based survey, administered to security
professionals at colleges and universities in the Mid-Atlantic region of the United States.
The survey used the Baldrige Criteria for Professional Excellence model (National
Institute of Standards and Technology, 2011-2012) as a method to assess college’s
policies.
The Baldrige Criteria assists organizations in identifying areas that need
improvement. Additionally, the Baldrige Criteria was developed to help organizations
improve their processes, by pinpointing their strengths and weaknesses. These criteria
enable organizations to develop an overall performance map and identify areas that need
improvement. For the purposes of this study and the design of the research survey, the
scoring dimensions for the process area of the Baldrige Criteria were used. The survey
consisted of specifically developed questions related to a college’s CCTV policy and how
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that policy met the Baldrige Criteria related to, Approach, Deployment, Learning, and
Integration of the policy (2011-2012).
Questions based on the Baldrige Criteria (National Institute of Standards and
Technology, 2011-2012) category of Approach, were related to the effectiveness of the
methods used to accomplish a process. In this research study, Approach refers to how a
school actually developed and implemented their CCTV ethical use policy. Deployment
questions on the survey assessed the schools distribution, consistent application, and
actual use of the policy. Questions related to the Learning criterion considered if the
colleges and universities re-evaluated their policies on a regular basis, and refined their
policies, as technology or their school’s needs changed. Finally, the survey inquired
whether the Integration of each school’s policy was designed to support their
organizational goals. Used in the design of this study’s survey, these criteria will serve as
a tool to assess and evaluate the design, operations, and processes used by colleges and
universities to create their CCTV ethical use policies.
The literature review for this research identified policies currently in use by
colleges and universities. College CCTV policies from schools located both the United
States (Bates College, 2008; Franklin and Marshall College, 2008; Johns Hopkins
University, 2005; Syracuse University, 2012; University of Nevada, 2006) and United
Kingdom (Callington Community College, 2011; Canterbury Christ Church University,
2006; London South Bank University, 2010) were examined and served as the framework
for questions used on the survey. The recommended CCTV guidelines issued by the
Department of Homeland Security (U.S. Department of Homeland Security, 2007) and
International Association of Campus Law Enforcement Administrators (IACLEA , 2007)
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for the installation and use of CCTV technologies were also reviewed to ensure that any
industry-wide best practices recommendations were incorporated into the development of
the survey. The survey contained a series of questions for the chief security officials, at
colleges and universities, directly related to assessing their current policies and the need
for further policies related to the ethical use of video surveillance.
This study for education purposes used human research participants so was
subject to additional ethical and legal guidelines. The structure and content for this
research study, and the survey instrument were submitted to the Institutional Review
Board (IRB) of St. John Fisher College for research approval. The St. John Fisher
College IRB approval document is shown in Appendix D.
An Internet-based survey (see Appendix B), emailed to the research participants,
consisted of three sections. The first section consisted of informed consent form
explaining the intent of the study, the method of protecting each participant’s anonymity,
and the participant’s rights regarding the research study (Appendix A). Study
participants were asked to read and electronically acknowledge consent to participate in
the study.
The second section of the survey, contained closed-ended, fixed-response
multiple choice questions with the option to select Other(please specify) if the none of the
fixed answers were applicable to their schools policy. Following the responses choice,
Other (please specify,) there were spaces for open-ended comments. Rea and Parker
(2005) recommend closed-ended fixed answer questions as they fix the number of
alternative responses to questions. This allows ease of data transfer and more uniform
answers. Open-end follow-up questions are appropriate if the researcher seeks
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information not readily discernible solely from fixed answer questions. (Rea & Parker,
2005).
The survey requested participants to answer each question in the second section
by electronically marking a box, placed under each question, which most correctly
aligned with their college or university CCTV policy. One of the participant’s multiple
choice response options was to answer the open-ended question selection of Other
(please specify) if appropriate, and expand on their answers in the open-ended follow-up
space if more clarity of response is necessary.
The third section of the survey, inquired about the participating schools’
demographic information. The school demographic information requested included, size
of the student population, size of the security department, if the department is sworn or
unsworn department, type of school location: (a) metropolitan/inner city or large city, (b)
urban or located in a smaller city, (c) urban-adjacent, defined as near a city, (d) and rural
not in close proximity to a city. Additionally, this section contained an open-ended
comment box at the end of the survey for all participants to write any additional
information on their use of CCTV or the development of their college’s CCTV policy
they felt appropriate.
As this was a new survey instrument, reliability and validity had to be established
prior to use on the research participants. Validity requires that the questions measure
what they are purported to measure and that the participants interpret the questions as the
researcher intended (Czaja & Blair, 2005). To aid in establishing validity and reliability
of the survey instrument, an expert panel of nine college security professionals were
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selected to evaluate the survey. The panel consisted of a convenience sample of security
professionals from colleges belonging to IACLEA.
The panelists pre-tested the Internet-based survey to ensure that the questions
were appropriate and assessed the time necessary for the research participants to
complete the survey. A pre-test is a small-scale distribution of the survey to a
convenience group, in this case a group of college security professionals (Rea & Parker,
2005). The panelists were asked to suggest alternative verbiage if necessary and ensure
the content of the questions were clear. These nine panelists then returned the survey
with their written comments.
After review of the panel’s comments and responses, survey questions were
reworded for clarity, and mechanical flaws in the electronic version of the survey
corrected. The panelists correctly recommended the elimination of two questions on the
pre-test from the final version of the research survey. The first was redundant and
unnecessary and the second deemed not directly related to the purpose of this study. The
corrected survey was prepared for a test distribution to the expert panel.
The nine members of the expert panel were sent an email via Survey Monkey
containing an Internet link to the survey. The test surveys were distributed to the
panelists in the same manner as the actual research participants to most simulate the
actual research conditions. The panelists were requested to complete the survey and
return it electronically via SurveyMonkey. They were also encouraged to include any
comments or suggestions for additional changes to the survey.
The nine panelists completed the entire Internet-based survey and returned their
surveys electronically. The data from this test survey were analyzed and this revealed the
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survey was mechanically sound. A review of the data on SurveyMonkey showed all data
recorded correctly. Three recommended changes were to correct typographical errors on
the survey. Those corrections were incorporated into the final version of the survey
(Appendix B), and redistributed to the same expert panel for re-test and finalization of the
survey (Kelley, 1999). The panel of expert members was ineligible to participate in the
research study.
Procedures for Data Collection and Analysis
The fixed answer survey results collected via SurveyMonkey from the research
participants were downloaded into Statistical Package for the Social Sciences (SPSS)
data analysis software. The survey responses were analyzed using inferential statistics to
tabulate the scores collected and summarize the values. Demographic statistics provided
the count and percentile statistics. Descriptive statistics and analysis of quantitative data
were used to assess the research questions.
The process to answer research question one (RQ1), “How do colleges and
universities develop policies regulating the ethical use of CCTV technology on their
campuses” included analyzing the frequency and percentile for each response to the
survey questions related to policy development, and the Baldrige Criteria of Approach
(National Institute of Standards and Technology, 2011-2012). Survey questions SQ4 and
SQ6 obtained information on whether participants had CCTV policies, and if so who on
their campus is responsible for that policy’s development. Information of the content of
the colleges CCTV policies were obtained from the participants through answered
submitted for SQ10-12 and SQ18-23.
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Research question two (RQ2), “How do colleges communicate their ethical use of
CCTV policies to their security or public safety personnel” and research question three
(RQ3) “How do colleges communicate their ethical use of CCTV policies to their student,
faculty, and staff population?” were answered through analysis using frequency and
count of the responses to multiple choice questions SQ13-SQ16. Research questions two
and three were aligned with the Baldrige Criteria of Deployment (National Institute of
Standards and Technology, 2011-2012).
The Baldrige Criteria of Learning (National Institute of Standards and
Technology, 2011-2012) was associated with research question four (RQ4) “How do
colleges ensure that their CCTV policies remain up to date as technology and university
needs change.” In addition to assessing the development of CCTV policies at colleges,
the survey endeavored to assess if colleges reviewed and maintained their existing CCTV
policies, keeping them up-to-date. The survey questions related to research question 4
(RQ4) were SQ7and SQ8. These questioned were analyzed for frequency and count.
Research question five (RQ5) “How do colleges integrate their university’s
ethical use of CCTV policies with their university’s other ethical policies, such as sexual
harassment and discrimination” assesses the schools’ integration of other ethical policies
at their college, including policies related to sexual harassment and discrimination.
Integration is included in the assessment of organizations processes in the Baldrige
Criteria (National Institute of Standards and Technology, 2011-2012). Integration of the
CCTV policy ensures that the policy and procedures in the colleges are working together
to meet clear organizational goals. Analysis of the integration of policy was explored
using frequency and count of participant responses to SQ17 and SQ19.
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Three exploratory analyses were conducted using chi-squared tests for
independence to determine if significant associations existed in school type, location, and
type of security personnel. Chi-squared tests for independence are used when the
relationship between two categorical variables are explored. The test compares the
observed frequencies or proportions of cases that occur in each of the categories with the
values expected if there were no association between the variables (Vogt & Johnson,
2011).
The first use of the chi-squared test for independence was for null hypothesis 1
(Ho1), “There is no significant difference between the type of school and the frequency of
negative responses to having a written CCTV policy.” Exploratory Analyses 1-3 used
Cramer’s V to determine the effect size. Cramer’s V is used for cross tabulations larger
than 2x2 whereas the most commonly reported effect size for 2x2 cross tabulations is the
phi coefficient (Huck, 2012). Criteria for determining the size of the effect are .01 ≤
small < .30, .30 ≤ medium < .50, and large ≥ .50.
The second exploratory analysis was conducted on null hypothesis 2 (Hο2),
“There is no significant difference between campus location (metropolitan, urban, urbanadjacent, and rural) and the frequency of negative responses to having a written CCTV
policy.” This analysis used the chi-squared test for independence to determine if a
significant association existed between the location of a campus (metropolitan/inner city,
urban, urban-adjacent, and rural) and CCTV written policy.
The third, exploratory analysis, testing null hypothesis 3(Hο3) “There is no
significant difference between the type of security personnel (sworn, unsworn, mix of
sworn and unsworn) and the frequency of negative response to having a CCTV policy”
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was also conducted using the chi-squared test for independence. This third test was
conducted to determine if schools with a written camera policy had similar occurrences
of sworn, unsworn or, combination of sworn and unsworn security personnel as schools
without a written camera policy.
Two final exploratory analyses of the survey data results were performed using
logistic regression to determine if the number of students enrolled (school size), or
number of cameras installed on campus predicted whether the school has a written
camera policy. Results of the fourth analysis tested null hypothesis (Ho4) “There is no
significant difference between the number of students enrolled at a college and the
frequency of negative responses to having a written CCTV policy.” Huck (2012), reports
that logistic regression does not calculate the regular r-square statistic that other forms of
regression use so it was necessary to use Cox & Snell R square and Nagelkerke R square
to account for the r-square. Cox & Snell R square and Nagelkerke R square are
commonly reported “pseudo-measurability” r-squared statistics that provide an indication
of the amount of variation observed in the dependent variable (Huck, 2012, p. 399).
The final exploratory analysis was conducted using logistic regression. The
analysis tested null hypothesis 5 (Ho5),”There is no significant difference between the
number of cameras a college has installed on campus and the frequency of negative
responses to having a written CCTV policy.” This analysis was to indicate if the number
of cameras predicted if a college would have a CCTV written policy.
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Chapter 4: Results
Research Questions
The Internet-based research survey was designed to collect data pertinent to
answer the five research questions. The survey (Appendix B) consisted of specifically
developed questions related to college’s CCTV policies and how those policies met the
Baldrige Criteria (National Institute of Standards and Technology, 2011-2012) related to,
Approach, Deployment, Learning, and Integration.
The results of the survey are presented the following order. Demographics of the
survey population first, followed by each survey question as it related to the specific
research questions. This method of presentation and organization is recommended for
clarity of information (Glatthorn & Joyner, 2005). Finally, a presentation of the analysis
of the survey data to determine if differences exist in the demographic data of, schools
that report having a written CCTV policy and those that do not. The five research
questions were:
Research Question 1 (RQ1): How do colleges and universities develop policies
regulating the ethical use of CCTV technology on their campuses?
Research Question 2 (RQ2): How do colleges communicate their ethical use of
CCTV policies to their security or public safety personnel?
Research Question 3 (RQ3): How do colleges communicate their ethical use of
CCTV policies to their student, faculty, and staff populations?
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Research Question 4 (RQ4): How do colleges ensure that their CCTV policies
remain up to date as technology and university needs change?
Research Question 5 (RQ5): How do colleges integrate their university’s ethical
use of CCTV policies with their university’s other ethical policies, such as sexual
harassment and discrimination?
Hypotheses. An exploratory analysis of the survey data was conducted using
Chi-squared Test for Independence and logistical regression to test the following five null
hypotheses:
Null Hypothesis 1 (Hο1): There is no significant difference between the type of
school and the frequency of negative responses to having a written CCTV policy.
Null Hypothesis 2 (Hο2): There is no significant difference between campus
location (metropolitan, urban, urban-adjacent, and rural) and the frequency of negative
responses to having a written CCTV policy.
Null Hypothesis 3(Hο3): There is no significant difference between the type of
security personnel (sworn, unsworn, mix of sworn and unsworn) and the frequency of
negative response to having a CCTV policy.
Null Hypothesis 4 (Hο4): There is no significant difference between the number
of students enrolled at a college and the frequency of negative responses to having a
written CCTV policy.
Null Hypothesis 5 (Hο5): There is no significant difference between the number
of cameras a college has installed on campus and the frequency of negative responses to
having a written CCTV policy.
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Data Analysis and Findings
The study assessed the test-retest reliability of the survey instrument using
Microsoft Excel to test the correlational coefficients, standard deviation, and means of the
test-retest survey responses. The data analyzed was obtained from the survey question
responses for both the test and retest completed by the expert panel. Survey questions
that contained strictly demographic data (SQ24-SQ32) were not included in this analysis.
The reported survey results for the first test (Test 1) completed by the nine
members of the panel of experts, was compared to the responses from the survey retest
(Test 2) that the panel members completed 10 days later. Both surveys were substantially
the same only small typographical errors, not effecting the meaning of the questions were
changed between the issuance of the two surveys. The issuance of the same survey
instrument to the same population was performed to establish test-retest reliability of the
survey instrument (Pettee, Ham, Macera, & Ainsworth, 2009).
The strength of agreement for the correlation coefficients used in this study were
recommended by Landis and Koch (1977) and supported by Pettee (2009). The ranges
are interpreted as follows: “<0.00, poor: 0-00-0.20, slight; 0.21-040; fair; 0.41-0.60,
moderate; 0.61-0.80, substantial; and 0.81-1.0, almost perfect” (Pettee et al., 2009, p.
490). The range of correlation for the responses to the test-retest test of the survey
instruments were the upper limit, r =1.00, almost perfect, on SQ1, SQ3-SQ6, SQ9, SQ13,
SQ14, and SQ1-SQ19 to r=0.71 and r =0.66 substantial on SQ15-SQ16 (Appendix C).
The ranges of all the responses to the survey questions supported the reliability of
the survey instrument. Survey question (SQ16) had a lower correlation but the standard
deviation is low (SD=.38) indicating the response is similar on both tests. One question
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that had an abnormally high standard deviation SQ15 (SD=2.56, r =71) and further
investigation was conducted to establish the possible cause of the high deviation. One
panelist had changed their answer from reporting that they never conducted training on
their CCTV policy on Test 1 to reporting that their college trained only when new
personnel were hired or promoted. The panelist reported that after taking the first survey
their college changed their CCTV policy to include training provisions. The correlation
remained in the range of substantial ranking (r =.71) but the small sample size (n=9) and
one substantial change in the question response. The analysis supported the reliability of
the survey instrument.
Inferential statistics were used to draw conclusions from the sample tested. The
Statistical Package for the Social Sciences (SPSS) was used to code and tabulate scores
collected from the survey and provide summarized values where applicable including the
mean, central tendency, variance, and standard deviation. Demographic statistics were
provided including count and percent statistics. Descriptive statistics and analysis of
quantitative data were used to assess the research question.
Demographics. The population consisted of 265 of public safety and security
professionals from institutions of higher education in the Mid-Atlantic United States.
The Internet-based survey was administered to the entire population and that resulted in a
voluntary return rate of n=96. That is, 96 Mid-Atlantic colleges, as identified by
IACLEA (2012), responded to the research questions. Specifically, 50 (52.1%) colleges
were four-year private colleges, 16 were four-year public colleges, 16 were two-year
colleges, and three schools identified themselves as having graduate programs. Eleven
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schools did not complete this portion of the demographic survey questions. The types of
schools participating in the study are depicted in Table 4.1.
Table 4.1
Frequency Statistics for College Type
n

%

Four-year Private College

50

52.1

Four-year Public College

16

16.7

Two-year Public or Private college

16

16.7

Other

3

3.1

Missing

11

11.5

College Type

Note. n = 96
The Mid-Atlantic Region as defined by the International Association of Campus
Law Enforcement Administrators (IACLEA, 2012) includes the member States of New
York, New Jersey, Delaware, Ohio, Pennsylvania, West Virginia, Maryland, Washington
D.C., and Kentucky.
The sample population from these States includes colleges that self-identified as
located various types of neighborhoods. This includes: (a) metropolitan/inner city or
large city, (b) urban or located in a smaller city, (c) urban-adjacent, defined as near a city,
(d) and rural not in close proximity to a city. Two schools self-identified their institution
as located in a Suburban area, which was not a listed choice. The locations of the schools
participating in the study are depicted in Table 4.2.
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Table 4.2
Frequency Statistics for Campus Location
n

%

Metropolitan/Inner-City

22

22.9

Urban

25

26.0

Urban-Adjacent

16

16.7

Rural

20

20.8

Other (specify)

2

2.1

Missing

11

11.5

Campus Location

Note. n = 96
The sample population included schools of various sizes of student populations
and security departments. Most schools reported student populations of 7500 or less
n=53 (55.2%), and security departments of 50 or less employees n=73 (64.6%). The
sample size of, student populations and, security departments are presented in Table 4.3.
Security departments in colleges and universities vary in whether the security
personnel are sworn, having expanded powers of arrest, or unsworn, having the same
power of arrest as a civilian, or a mix of sworn and unsworn. This includes colleges that
employ their own sworn and armed police departments and those colleges that employ
only unsworn and unarmed guards.
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Table 4.3
Frequency Statistics for Number of Students and Security Personnel
n

%

Number of Security Personnel

n

%

Under 1500

7

7.3

25 or less

43

44.8

1501 – 2500

20

20.8

26 – 50

19

19.8

2501 – 5000

14

14.6

51 – 100

11

11.5

5001 – 7500

12

12.5

101 – 150

9

9.4

7501 - 10,000

3

3.1

151 – 200

1

1.0

10,001 - 15,000

10

10.4

201 – 250

1

1.0

15,001 - 20,000

3

3.1

251 – 300

0

0.0

20,001 - 25,000

7

7.3

301 – 400

0

0.0

25,001 - 30,000

2

2.1

401 or more

1

1.0

30,001 - 35,000

1

1.0

Missing

11

11.5

35,000 or more

6

6.3

Missing

11

11.5

Number of Students

Note. n = 96
The sample population contained sworn, unsworn, and mixes of both.
Departments that have armed and sworn personnel, have additional legal licensing,
certification, and reporting requirements to maintain that status. These requirements vary
depending on the State the college is located. This demographic data is included in the
survey to analyze if those enhanced requirements had an effect of the percentage having
policies for the use of CCTV on their campus. Table 4.4 provides the description of the
types of security personnel at the participating schools.
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Table 4.4
Frequency Statistics for Types of Security Personnel
Sworn/Unsworn

n

%

Sworn

15

15.6

Unsworn

33

34.4

36

37.5

12

12.5

n

%

Armed

17

17.7

Unarmed

48

50.0

20

20.8

11

11.5

Armed/Unarmed Security

Security

Both sworn and
unsworn
Missing

Both armed and unarmed
officers
Missing

Note. n = 96
Of the 96 participating colleges, 93 (96.9%) reported that they used CCTV, or
another method of video surveillance, on and/or off campus. Two colleges reported that
they do not use any type of video surveillance and one college stated that they do not
have any CCTV cameras on their campus. Three colleges that do not use video
surveillance cameras were removed from further analyses. Thus, 93 colleges were
evaluated in Research Questions 1-5 (n = 93).
The 93 participating schools that responded that they did have CCTV cameras on
the campuses were asked if they had a written policy guiding the use of their CCTV
cameras. Many of the colleges n=44 (47.3%), reported that they did have written
policies related to the use of CCTV. The same number of colleges n=44 (47.3) reported
that they either had no policy at all or were in the process of developing a policy. The
results are reported in Table 4.5.
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Table 4.5
Frequency Statistics for CCTV Written Policy
n

%

Yes

44

47.3

No, but we are currently developing a CCTV Policy

23

24.7

No, we have CCTV but no written policy

21

22.6

Other

3

3.2

Missing

2

2.2

CCTV Written Policy

Note. n = 93
The number of CCTV cameras each college or university owned varied from 100
or less cameras on campus n=40 (43%) to over 2000 n=2 (1.1%). As described in table
4.6, the majority of schools n=62(66.7%) have 200 or less cameras.
Table 4.6
Frequency Statistics for Number of Cameras
Number of Cameras

n

%

100 or less

40

43

101-200

22

23.7

201-500

18

19.4

501-1000

10

10.8

1001-2000

1

1.1

2001 or more

2

2.2

Note. n = 93
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Research question 1. The following data analysis is related to Research
Question 1 (RQ1): How do colleges and universities develop policies regulating the
ethical use of CCTV technology on their campuses? Each school that reported they have
CCTV cameras on their campus was asked who was the responsible person(s) for
developing and/or maintaining their current CCTV policy. This research question (RQ1)
is related to the Baldrige Criteria (National Institute of Standards and Technology, 20112012) of Approach. Approach refers to the effectiveness of the methods used to
accomplish a process.
The large majority of schools n=74 (79.6%) reported that it is the responsibility
of their security, public safety, or police department to develop and/or maintaining their
current CCTV policy. This mirrors the research which revealed that law enforcement, or
security personnel usually staff CCTV control rooms as part of a successful crime
prevention program (Hier et al., 2006).
As shown in Table 4.7 only three colleges reported using a committee to develop
their colleges CCTV policy. This is differs from a state such as Nevada that legally
mandates colleges having CCTV committees participate in the development and
maintenance of their CCTV policies (Nevada Board of Regents, 2010).
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Table 4.7
Frequency Statistics for Survey Question 4
Who in your college is responsible for developing and/or maintaining
your CCTV policy?
n

%

Security/Public Safety or Police Department

74

79.6

College CCTV or Camera Committee

3

3.2

General Counsel or Legal Department

1

1.1

Other (Specify)

7

7.5

Unknown

5

5.4

Missing

3

3.2

Response Option

Note. n = 93
Colleges that reported they did not have written policies were asked how they
regulate camera use on their campus. The survey question permitted respondents to
choose multiple answers to best convey their methods of communicating their unwritten
policy. In survey question SQ3, which asked if colleges had a written CCTV policy on
campus, 44 of 93 participants responded that they had a written policy, as previously
noted in Table 4.5. Yet in SQ6, which asked participants if they had CCTV cameras on
campus but did not have a written policy, how they regulated the use of their CCTV
cameras, 60 participants answered the question. That would add up to 104 responses,
which exceeds the total number of survey participants n=93. It is probable that schools
with written policies also answered this survey question. The responses to SQ6 are listed
in Table 4.8.
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Twelve schools answered Other and then specified varied policies. Two schools
answered that only the Director of Security/Chief have access to the cameras therefore
they stated formal policies are not necessary. An additional two schools wrote that their
cameras were in public places so they did not have to have policies related to the ethical
use of cameras, even stating there was no legal issue of privacy.
Table 4.8
Frequency Statistics for Survey Question 6
If you have CCTV cameras on your campus but do not have any written policies,
how do you regulate the use of your CCTV cameras?
n

%

Verbal training of employees

36

38.7

Written memos

25

26.9

31

33.3

12

12.9

Response Option

Address each incident or question regarding CCTV as it
occurs
Other
Note. n = 93

To analyze the types of information included in policies a survey question was
included asking who investigates violations of the college’s policies. Similar to questions
related to developing policies related to CCTV, the majority n=70 (75.3%) of
participating colleges responded that the person in charge of their public safety, security,
or police department investigated and violations.
The data reveals that in many cases the same person or group is responsible for
developing, writing, utilizing, and policing the CCTV policy the individual colleges. The
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participant responses related to the responsible investigator are described in Table 4.9.
The responses from participants who chose Other college or outside agency, n=8 (8.6%)
ranged from colleges that used a Physical Safety and Security Steering Committee to
investigate violations of CCTV policy to Risk Management in conjunction with Public
Safety. Three of the schools wrote that the responsible investigating department
depended on the type of violation or allegation requiring investigation.
Table 4.9
Frequency Statistics for Survey Question 22
Who on your campus is responsible for investigating violations of your college’s
CCTV policy?
N

%

Person in charge of college Public Safety/Security/Police

70

75.3

Equal Opportunity Office EEO/OEEO or equivalent on your camp

3

3.2

Other college or outside agency

8

8.6

Missing

12

12.9

Response Option

Note. n = 93
The ethical use of CCTV requires that the viewing of CCTV data is restricted to
authorized personnel. A comprehensive policy will include regulations related to the
viewing, recording, and dissemination of data (Schlosberg & Ozer, 2007).
The participants were asked if their college’s policy placed any restrictions on
who may record, or view live video. Most participants n=49 (52.7%) answered that their
school’s policy restricted live and recorded video viewing to authorized personnel use.
An additional 16.1% (n=15) colleges further restricted review of recorded video to
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emergencies only. The responses of the participant schools in Table 4.10, describes the
differing guidelines related to the authorized use of live and recorded video data.
Table 4.10
Frequency Statistics for Survey Question 12
Does your CCTV policy, written or unwritten, restrict who may view live or
recorded surveillance video?
Response Option

n

%

49

52.7

15

16.1

10

10.8

Yes, other restrictions

3

3.2

No

7

7.5

Missing

9

9.7

Yes, restrict viewing of live and recorded video to Security or
other authorized personnel
Yes, require permission to view recorded video unless
emergency, live viewing restricted to security or other authorized
personnel
Yes, video is not actively monitored. Recorded video review
only after incident or authorized request

Note. n = 93
Schlosberg and Ozer (2007) contend that organizations that record video data
have an obligation to safeguard this data from unauthorized or illegal use. The survey
data revealed that most colleges did include the protection of data in their policy, 8.6%
(n=8) of colleges did not have a policy restricting copying or disseminating CCTV video
data.
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As outlined in Table 4.11 the person responsible for granting permission is
usually the person in charge of public safety, security, or campus police n=60 (64.5%).
Other responsible persons include the college General Council or legal department.
Three schools initially were counted in the Yes, other (specify) group were recoded and
added to the Yes only upon receipt of subpoena group. Their opened ended comments
answers substantially stated that their college required a subpoena for review of video
data.
Table 4.11
Frequency Statistics for Survey Question 11
Does your CCTV policy, written or unwritten restrict copying and disseminating
video data?
Response Option

n

%

60

64.5

4

4.3

Yes, only upon receipt of subpoena

6

6.5

Yes, other (specify)

6

6.5

No

8

8.6

Missing

9

9.7

Yes, only with permission of person in charge of Security/Public
Safety or campus police
Yes, only with permission of General Counsel or college legal
department

Note. n = 93
For the survey question, “Does your written or unwritten CCTV policy include
guidelines on how long video data is stored?” Of the 93 participating colleges 49
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answered that they did have guidelines regulating how long data was stored, 33 reported
they did not, and 11 did not respond to the question. Three participants commented that
the length of time their college stored video data was determined solely by the capacity of
their recording devices. There were no policy restrictions, determining the length of time
video could be stored.
The participants were asked what the average time their college stored CCTV
video data not required for an investigation. The difference in the times colleges store
data (Table 4.12) is consistent with the research of publically available college CCTV
policies noted previously in Chapter 2. Bates College (2008) restricted viewing to 14
days, Franklin and Marshall (2008), 15-20 days, and University of Nevada (2006) 30
days while other colleges listed no restrictions on length of time video may be retained
(Villanova University, 2010).
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Table 4.12
Frequency Statistics for Survey Question 10
What is the average number of days your college stores CCTV video data,
not required for a specific incident or investigation?
Response Option

N

%

Less than 7 days

1

1.1

7 days but less than 14 days

10

10.8

14 days but less than 30 days

32

34.4

30 days but less than 120 days

36

38.7

Over 120 days (specify)

5

5.4

Missing

9

9.7

Note. n = 93
Participants were asked two questions related to the recording of non-criminal
activities on the campuses. The first question (SQ8) asked if their college’s CCTV policy
included guidelines related to the monitoring of non-criminal activities on campus. Of
the 80 participants that answered this question, 56.25% (n=45) said they had guidelines
or policies regulating the monitoring of non-criminal activities (Table 4.13).
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Table 4.13
Frequency Statistics for Survey Question 18
Does your CCTV policy include guidelines regulating the
monitoring of non-criminal activities on campus?
Response Option

n

%

Yes

45

48.4

No

35

37.6

Missing

13

14.0

Note. n = 93
The second question (SQ20), related to monitoring of on-campus activities was
similar yet in this instance an example to non-criminal behavior was presented as part of
the question. The non-criminal activity was described in the second question (SQ20) as a
protest or student event. The 77 participants that answered the second question now
responded that 59.7% (n=46) percent to the colleges did not have guideline regulating the
recording of non-criminal student events or protest on campus. Table 4.14 describes the
results of the second question related to non-criminal activities.
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Table 4.14
Frequency Statistics for Survey Question 20
Does your CCTV policy include guidelines regulating the monitoring
of non-criminal activities on campus (i.e. protests, student events)?
Response Option

n

%

Yes

31

33.3

No

46

49.5

Missing

16

17.2

Note. n = 93
A person has an expectation of privacy in certain areas (Solove, 2011a). These
areas normally include bathrooms, locker rooms, and personal offices. The survey
participants were asked if their college CCTV policy includes guidelines restricting the
use of cameras where a person would have an expectation of privacy. The participants
reported that 71% (Table 4.15) had guidelines related to private’s spaces.
Additionally participants were question if they had experienced any misuse of
CCTV or recorded video data that required investigation or resulted in discipline. Only
4.3% (n=4) reported any misuse of CCTV cameras or recorded video.
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Table 4.15
Frequency Statistics for Survey Questions 21 and 23
Does your CCTV policy include
restrictions on installing cameras where a
person may have an expectation of privacy
(i.e. locker rooms, bathrooms, or private
offices)?
Response Option

n

%

Yes

66

No
Missing

Has your college experienced any misuse
of CCTV cameras or recorded CCTV
data that required an investigation or
resulted in disciplinary action?
Response Option

N

%

71.0

Yes

4

4.3

13

14.0

No

79

84.9

14

15.1

Missing

10

10.8

Note. n = 93
Research question 2 – 3. Research Question 2 (RQ2): How do colleges
communicate their ethical use of CCTV policies to their security or public safety
personnel? Research Question 3 (RQ3): How do colleges communicate their ethical use
of CCTV policies to their student, faculty, and staff populations? Research questions 2
and 3 relate to the Baldrige Criteria (National Institute of Standards and Technology,
2011-2012) of Deployment. Participants were asked two questions related to how they
communicate their CCTV policy. The first question (SQ13) asks how they conveyed
their policy to students, faculty, and staff (Table 4.16). Only 15.1 % of the schools made
their CCTV policy publically available to students, faculty, or staff. The remainder of the
colleges considered their policy restricted, or only available via subpoena.
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Table 4.16
Frequency Statistics for Survey Question 13
How is your CCTV policy communicated to students, faculty, and staff?
Response Option

n

%

10

10.8

4

4.3

1

1.1

39

41.9

Not applicable. Do not have a policy

27

29.0

Other (specify)

3

3.2

Missing

9

9.7

Policy is publicly available on the Internet or in written
documents
Policy is available on college website but access restricted to
students, faculty, and staff
Policy is on college website but restricted to authorized personnel
Policy is not publicly available; restricted to security personnel
only

Note. n = 93
The second question (SQ14) asked if students, faculty, or staff have any input into
the development or implementation of the college’s CCTV policy. Students were only
included in CCTV policy decisions in 5.4% (n=5) of participating schools. Table 4.17
shows that the majority of the colleges n=56 (60.2%) do not permit students, faculty, or
staff from contributing input into the development or implementation of their colleges
CCTV policy.
Although the majority of the colleges reported they do not involve students,
faculty, and staff, the participants that answered Other n=10 (10.8%) reported that
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individuals at the college in departments other than Security/Public Safety did have input.
The responses included the General Counsel, Human Resources, senior level members of
the university and the President. One school reported that they work directly with the
groups involved in the area a camera installation is proposed. They meet to resolve any
privacy concerns including, patient care environments, and windows in student
residences.
Table 4.17
Frequency Statistics for Survey Question 14
Do students, faculty, and staff (non-security personnel) have any input into
the development, or implementation of the college’s CCTV policy?
Response Option

n

%

Yes; Students, Faculty and Staff

5

5.4

Yes; Faculty and Staff only

11

11.8

Yes; Faculty only

1

1.1

No

56

60.2

Other

10

10.8

Missing

10

10.8

Note. n = 93
The deployment of a policy is important, as is the training of personnel. The
survey asked participants if their college conducts formal training of security personnel,
and if so, how often they conduct re-training (SQ15). Table 4.18 displays the results
including the results of the open-ended questions. Four of the five comments reported
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that their college only retrained when new personnel were hired or the policy was
changed. The fifth said they only train as needed.
Learning one of the four Baldrige Criteria (National Institute of Standards and
Technology, 2011-2012), recommends regularly scheduled training and review of an
organizations policies to keep up-to-date. The majority of the colleges surveyed did not
regularly, once a year or more, train their security personnel on their CCTV policy.
Table 4.18
Frequency Statistics for Survey Question 15
Do you conduct formal training of security personnel on your
CCTV policy? If yes how often are they trained/retrained?
n

%

Once a month

2

2.2

2-3 times a year

4

4.3

Once a year

14

15.1

Only when newly hired or promoted

29

31.2

Only if policy changes

14

15.1

Other (Specify)

8

8.6

Never

9

9.7

Response Option

Note. n = 93
Participants were then asked if their college CCTV policy required Security
personnel to sign any document that they are aware of the college’s CCTV policy, and
will comply with all policies related to CCTV cameras on campus (SQ16). The majority
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of the colleges 54.8% (n=54) do not require security personnel to sign and acknowledge
that they must comply with the college’s CCTV policy (Table 4.19).
Table 4.19
Frequency Statistics for Survey Question 16
Does your college require that security and/or public safety personnel, sign a
document acknowledging that they understand your college's CCTV policy, and will
comply with all policies related to the ethical use of CCTV cameras on campus?
Response

n

%

Yes

26

28.0

No Policy

1

No

51

54.8

Do not have a policy to distribute.

1

4

4.3

Will be part of the policy when it's developed.

1

Option

Other
(Specify)

Other (Specify)

N

Not specific to CCTV. They sign an
Missing

12

12.9

acknowledgement to comply with all Campus
Safety Policies and college rules and

1

regulations.
Note. n = 93
Research question 4. Research Question 4 (RQ4): How do colleges ensure that
their CCTV policies remain up-to-date as technology and university needs change?
Training and review of policies and updating of procedures is a part of the Baldrige
Criteria (National Institute of Standards and Technology, 2011-2012) of Learning.
Survey participants were asked how often in the past five years they had reviewed and/or
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updated their CCTV policy. Of the 93 participants, 64 skipped this question (SQ7).
Participants who previously stated their college had a written CCTV policy (SQ3) was
n=44. The 29 participants who did answer (SQ7) n=10 had never updated or reviewed
their CCTV policy in the last five years and n=16 had updated 1-2 time over that period
(Table 4.20).
Table 4.20
Frequency Statistics for Survey Questions 7
In the last 5 years how often, have you reviewed
and/or updated your written CCTV policy?
n

%

0 times

10

10.8

1-2 times

16

17.2

3-4 times

2

2.2

5 or more times

1

1.1

Missing

64

68.8

Response Option

Note. n = 93
The same 29 participants then responded to a question regarding how long ago
their CCTV policy was last updated (Table 4.21). Seven participant colleges had never
updated their policy and six colleges had not updated their policy in over two years.
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Table 4.21
Frequency Statistics for Survey Question 8
When was your written CCTV policy last updated?
N

%

Less than 6 months

3

3.2

More than 6 months - 1 year

9

9.7

More than 1 - 2 years

4

4.3

More than 2 - 3 years

4

4.3

3 years or more

2

2.2

Never updated policy

7

7.5

Missing

64

68.8

Response Option

Note. n = 93
Research question 5. How do colleges integrate their university’s ethical use of
CCTV policies with their university’s other ethical policies, such as sexual harassment
and discrimination? Survey questions 17 and 19 (SQ17 & SQ19) relate to the integration
of colleges CCTV policy into their university’s policies on sexual harassment and
discrimination. The Baldrige Criteria of Integration (National Institute of Standards and
Technology, 2011-2012) evaluates how well each school integrates their CCTV policy
with the colleges other policies such as sexual harassment and discrimination. The
responses listed in Table 4.22 showed, that the majority of the colleges 64.5% (n=60)
(SQ17) did not integrate the university’s sexual harassment policy or discrimination
policy 49.5% (n=46) into their CCTV policy.
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Table 4.22
Frequency Statistics for Survey Questions 17 and 19
Does your CCTV policy integrate

Does your CCTV policy include

your university's policy on Sexual

guidelines on monitoring persons based

Harassment?

solely on race, ethnic origin, or sexual
preference?
n

%

Yes

19

20.4

No

60

Missing

14

Response Option

n

%

Yes

32

34.4

64.5

No

46

49.5

15.1

Missing

15

16.1

Response Option

Note. n = 93
Exploratory analyses. Five exploratory analyses were conducted using chisquared tests for independence and logistic regression analyses to determine if significant
associations existed in school type, location, type of security personnel, size, and the
number of CCTV cameras between schools with a written camera policy and schools
without a written policy. Chi-squared tests for independence and logistic regression are
non-parametric inferential tests that do not make assumptions concerning the
distributions of scores except for random sampling and independent observations; the
aforementioned assumptions were not violated. The dependent variable for the five
exploratory analyses was whether the schools had a written policy (CCTV written
policy). Written policy was measured by Question 3 on the survey instrument and had
four possible responses including: Yes; No, but we are currently developing a CCTV
policy; No, we have CCTV but no written policy; and Other (specify). For the
71

exploratory analyses, both responses indicating No were combined and since there were,
only three cases that responded with Other were removed. Thus, there were 44 Yes (n =
44) responses and 44 No (n = 44) responses that were used in the exploratory analyses.
The independent/predictor variables used in the exploratory analyses were school
type, location, type of security personnel, size, and the number of CCTV cameras at each
school. Specifically, Exploratory Analyses 1- 3 used chi-squared tests for independence
and Exploratory Analyses 4 and 5 used logistic regression.
The independent variable for Exploratory Analysis 1 was the type of school (fouryear private college, four-year public college, and two-year public/private college); the
independent variable for Exploratory Analysis 2 was campus location (metropolitan/inner
city, urban, urban-adjacent, and rural). The independent variable for Exploratory
Analysis 3 was the type of security personnel at each campus (sworn officers, unsworn
officers, and a combination of sworn and unsworn officers). The predictor variable for
Exploratory Analysis 4 was school size and was measured by the number of enrolled
students and the predictor variable for Exploratory Analysis 5 was the number of CCTV.
Displayed in Table 4.23 is a summary of the variables and statistical tests used to
evaluate the four exploratory analyses.
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Table 4.23
Summary of Variables and Statistical Tests used to Evaluate Exploratory Analyses 1-5
Exploratory
Analysis

Dependent/Criterion

Independent/Predictor

Variable

Variable

Statistical Test
Chi-squared Test for

1

CCTV Written Policy School Type

2

CCTV Written Policy Campus Location

3

CCTV Written Policy Type of Security

4

CCTV Written Policy School Size

Logistic Regression

5

CCTV Written Policy Number of Cameras

Logistic Regression

Independence
Chi-squared Test for
Independence
Chi-squared Test for
Independence

Exploratory analysis 1. Using SPSS, Exploratory Analysis 1 used chi-squared
test for independence to determine if significant associations existed between school type
and whether schools had a written camera policy. Results indicated that a significant
association did not exist between school type (four-year private colleges, four-year public
colleges, and two-year public/private colleges) and CCTV written policy (yes and no),
χ2(2) = 5.497, p = .064, Cramer’s V = 0.265. Cramer’s V is the effect size for cross
tabulations larger than 2x2 whereas the most commonly reported effect size for 2x2 cross
tabulations is the phi coefficient (Huck, 2012). These results suggest that the type of
school did not determine whether the school had a written camera policy. A cross
tabulation of school type and CCTV written policy is displayed in Table 4.24.
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Table 4.24
Cross Tabulation of School Type and CCTV Written Camera Policy
CCTV Written Policy
School Type

Yes

No

Total

4-year Private College

24

23

47

4-year Public College

5

10

15

2-year Public/Private College

12

4

16

Total

41

37

78

Note. 0 cells (0.0%) have expected count less than 5. The minimum expected
count is 7.12.
Exploratory analysis 2. Exploratory Analysis 2 used chi-squared test for
independence to determine if significant associations existed between schools with
written camera policies and schools without written camera policies and the location of
their campus. Results indicated that a significant association did not exist between the
location of a campus (metropolitan/inner city, urban, urban-adjacent, and rural) and
CCTV written policy, χ2(3) = 2.041, p = .564, Cramer’s V = 0.162. These results suggest
that the schools’ location did not determine whether the schools had a written camera
policy. A cross tabulation of campus location and CCTV written policy is displayed in
Table 4.25.
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Table 4.25
Cross Tabulation of Campus Location and CCTV Written Camera Policy
CCTV Written Policy
School Type

Yes

No

Total

Metropolitan

10

12

22

Urban

14

9

23

Urban-adjacent

6

9

15

Rural

10

8

18

Total

40

38

78

Note. 0 cells (0.0%) have expected count less than 5. The minimum expected
count is 7.31.
Exploratory analysis 3. Exploratory Analysis 3 used a chi-squared test for
independence to determine if significant associations existed between the type of security
personnel and whether schools had a written camera policy. Results indicated that a
significant association did not exist between different types of security personnel (sworn
officers, unsworn officers, and a combination of sworn and unsworn officers) and CCTV
written policy (yes and no), χ2(2) = 0.177, p = .915, Cramer’s V = 0.047. These results
suggest that schools with a written camera policy had similar occurrences of sworn,
unsworn and combination of security personnel as schools without a written camera
policy. Displayed in Table 4.26 is a cross tabulation of type of security personnel and
CCTV written policy.
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Table 4.26
Cross Tabulation of Type of Security Personnel and CCTV Written Camera Policy
CCTV Written Policy
Type of Security Personnel

Yes

No

Total

Sworn Officers

7

7

14

Unsworn Officers

17

14

31

Combination of Sworn and Unsworn Officers

17

17

34

Total

41

38

79

Note. 0 cells (0.0%) have expected count less than 5. The minimum expected count
is 6.73.
Exploratory analysis 4. Using SPSS, Exploratory Analysis 4 was evaluated
using logistic regression to determine if the number of students enrolled, (school size)
predicts whether the school has a written camera policy. The null hypothesis tested in
Exploratory Analysis 4 was that there is no significant difference between the number of
students enrolled in a college and the frequency of negative responses to having a written
CCTV policy. Table 4.27 shows the observed results of the survey versus the expected
results.
Results indicated that school size did not predict CCTV written policy, χ2(1, n =
80) = 1.997, p = .158. School size explained between 2.5% (Cox and Snell R square =
.025) and 3.3% (Nagelkerke R square = .033) of the variance observed in CCTV written
policy. Cox &Snell R square and Nagelkerke R square are commonly reported “pseudomeasurability” r-squared statistics that provide an indication of the amount of variation
observed in the dependent variable (Huck, 2012, p. 399). Huck (2012), reports that
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logistic regression does not calculate the regular r-square statistic that other forms of
regression use. At this time, the research was unable to reject the null hypothesis.
Table 4.27
Comparison of Observed Versus Expected Results for School Size
Number of

CCTV Written Policy

CCTV Written Policy

Students

Yes

No

Observed

Expected

Observed

Total

Expected

Under 1500

5

4.746

2

2.254

7

1501-2500

6

4.317

1

2.683

7

2501-5000

5

7.359

8

5.641

13

5001-7500

2

1.590

1

1.410

3

7501-10000

4

6.005

8

5.995

12

10001-20000

7

6.121

6

6.879

13

20001-35000

10

8.387

9

10.613

19

35001 or more

2

2.475

4

3.525

6

Exploratory analysis 5. Exploratory analysis 5 was evaluated using logistic
regression to determine if the number of cameras on college campuses predicts whether
the school has a written camera policy. The null hypothesis tested in Exploratory
Analysis 5 was that there is no significant difference between the number of cameras a
college has installed on campus and the frequency of negative responses to having a
written CCTV policy.
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Results indicated that the number of cameras did not predict CCTV written
policy, χ2(1, n = 88) = 2.515, p = .113. The number of cameras explained between 2.8%
(Cox and Snell R square = .028) and 3.8% (Nagelkerke R square = .038) of the variance
observed in CCTV written policy. At this time, the research was unable to reject the null
hypothesis.
Table 4.28
Comparison of Observed Versus Expected Results for Number of Cameras
Number of

CCTV Written Policy

CCTV Written Policy

Cameras

Yes

No

Observed

Expected

Observed

Expected

Total

501or more

7

7.258

4

3.742

11

201-500

11

10.280

7

7.720

18

101-200

10

10.426

11

10.574

21

100 or less

16

16.036

22

21.964

38

The results of the five Exploratory Analyses and the corresponding statistical
significance are listed on Table 4.29. It is noted that no analysis reached a set level of
significant of p < .05 to reject the null hypothesis. All five analyses revealed no
significant relationship between the independent and dependent variables. The null
hypothesis was not rejected in any of the five analyses.
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Table 4.29
Summary of Results for Exploratory Analyses 1-5
Exploratory Dependent/Criterion

Independent/Predictor

Analysis

Variable

1

2

3

4

5

Variable
CCTV Written
Policy
CCTV Written
Policy
CCTV Written
Policy
CCTV Written
Policy
CCTV Written
Policy

School Type

Campus Location

Type of Security

School Size

Number of Cameras

Statistical Test
Chi-squared test
for Independence
Chi-squared Test
for Independence
Chi-squared test
for Independence
Logistic
Regression
Logistic
Regression

Sig.

.064

.564

.915

.158

.113

Summary of Results
This research study was designed to analyze the CCTV policies of colleges and
universities. Specifically the study looked at how college’s policies met the Baldrige
Criteria related to Approach, Deployment, Learning, and Integration (National Institute
of Standards and Technology, 2011-2012).
The study results were obtained from an Internet-based survey of security and
public safety professionals at institutions of higher education in the Mid-Atlantic United
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States. The population of 265 colleges and universities resulted in a voluntary return rate
of 96 participants.
The demographic information on each participating college was self-identified by
their security professional. The colleges consisted of a mix of public, private, two-year,
and four-year institutions. Colleges were located in metropolitan, urban, and rural areas.
The sizes of the student populations at the participating colleges varied from, under 1500
to over 35,000 students.
The types of security departments varied between participating schools. The
schools employed either armed, unarmed, or a mix or armed and unarmed security
personnel.
The 96 colleges participating in the survey reported that 96.9 % used CCTV
cameras on campus, yet only 47.3% had written policies regulation the use of the
cameras. An additional 24.7% reported they were in the process of developing a policy
regulating CCTV use on campus.
The survey then questioned the participants on the content and administration of
their colleges CCTV policies. The Baldrige Criteria of Approach (National Institute of
Standards and Technology, 2011-2012) is related to the methods an organization uses to
accomplish a desired outcome, and the effectiveness of that outcome. The investigation
of Research Question 1 required the survey questions to examine the approach colleges
used to develop policies that regulate the ethical use of CCTV cameras on their
campuses.
Consistently, the development, maintenance, and enforcement of the policy were
the responsibility of the college’s security or public safety department. The colleges’
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security departments would determine where to put in cameras, how long to keep
recorded video, and who had the right to view live and recorded video data.
The colleges surveyed varied in the length of time recorded CCTV data is stored.
Participants reported recording times of less than seven days for some colleges, to over
120 days for other CCTV systems. Multiple colleges reported that recording times even
varied among cameras located on their individual campuses.
Most colleges had policies in place either verbally or in written form, restricting
viewing of live and recorded video. The majority restricted live viewing to security or
law enforcement personnel. Viewing of previously recorded video was restricted on
most campuses to emergencies or after a reported incident. These practices or policies
also restricted the copying and dissemination of video. Participants consistently reported
in the survey that colleges required the permission of the person in charge of security, or
a subpoena, prior to releasing recorded video.
The issues of privacy were addressed in the survey as it related to cameras in
public spaces. The survey questioned if colleges had guidelines regulating the
monitoring of non-criminal activities on campus. While 48.4 % stated they had policies
restricting non-criminal viewing, when the term non-criminal was described, in detail, as
non-violent protests and/or student events that number dropped to 33.3%.
Research Questions 2 and 3, addressed the Baldrige Criteria of Deployment
(National Institute of Standards and Technology, 2011-2012). Deployment pertains to
the consistent application of the college’s policies throughout the organization.
The survey results showed that most colleges did not openly communicate their
CCTV policies either publicly or throughout their organization. Nor did they involve the
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college community in developing their CCTV policy. Only 10.8% of the CCTV policies
were availably publicly and 41.9 % were restricted to viewing by security personnel only.
The policy development at 60.2% of the colleges surveyed was the sole responsibility of
the security personnel. Only 11.8 % of the colleges allowed input from their faculty and
staff and only 5.4% from their student population.
The amount of required training for college personnel on the ethical use of CCTV
cameras and the safeguarding of CCTV data varied among colleges. Participants varied
in their responses, from reporting that their colleges trained security personnel on CCTV
once a month to other colleges stating they have never trained their personnel. Some
colleges had a program to train all new personnel on the policies related to CCTV and
only re-trained if their policy changed. Other colleges trained on a consistent basis and
CCTV training was part of their scheduled training regime. Yet, the majority of colleges
did not have any policy requiring security personnel to sign a document stating that they
understand, and have received, the college’s CCTV policy.
The survey addressed Research Question 4 by questioning participants on how
often their college updated or reviewed their current CCTV policy. This research
question is related to the Baldrige Criteria of Learning (National Institute of Standards
and Technology, 2011-2012). Learning relates to how often your organization evaluates
policies and procedures to keep it relevant.
Interestingly, 68.8% of the survey participants did not answer the two questions
related to how old their CCTV policy is and how often the policy is updated. Of the
remaining 29 participants who did answer, 10 schools have never reviewed or updated
their policy in the last five years and 16 had reviewed or updated it 1-2 times. Two
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colleges had reviewed or updated it 3-4 times, and only one had reviewed or updated
their CCTV policy at least five times in the past five years.
The final portion of the survey addressed Research Question 5. How do colleges
integrate their ethical use of CCTV policy with other ethical university policies, such as
sexual harassment or discrimination? The question relates to the Baldrige Criteria of
Integration (National Institute of Standards and Technology, 2011-2012). Integration is
how your policy or process integrates with the organizations other policies and
procedures.
The analysis of the survey results showed that a majority of colleges do not
include or integrate their college’s existing policies related to ethics, discrimination, and
harassment in their ethical use of CCTV policy. Only 20.4 % of the colleges include
integration of sexual harassment guidelines in their CCTV policy and 34.4 % include
discrimination language.
Exploratory analyses were conducted of the research data related to the research
hypotheses Ho1-Ho5. The five analyses were conducted using SPSS data analysis
software. The first three tests, Exploratory Analysis 1-3, were conducted using Chisquared tests for independence, and the last two tests, Exploratory Analysis 4 and 5,
using logistic regression. The dependent/predictor variable for all five tests was if the
schools had a written CCTV policy. The independent variables in the exploratory
analysis were school type, location, type of security personnel, school size, and the
number of CCTV cameras at each school.
None of the five analyses could disprove the null hypotheses. The results showed
that neither school type, size, location, number of cameras, nor type of security personnel
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determined if schools had an ethical use of CCTV policy. There was no significant
association between the demographic information on the school and the existence of a
policy. The research could not show any determining factors as to why a school had or
did not have a written policy regulating the ethical use of CCTV on their campus.
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Chapter 5: Discussion
Introduction
Colleges are using CCTV cameras routinely on their campuses for crime
prevention and monitoring purposes. While almost 98% of the colleges surveyed in this
study had surveillance camera systems installed on their campuses, less than 48% have
any written policy regulating the placement or use of these cameras.
The objective of this study and the development of the research questions were
designed to assess if a well-developed CCTV policy will prevent or deter the unethical
use of video surveillance equipment and the video data recorded on this equipment in a
university setting. There is no current standard to guide the industry or structured model
policy for all colleges to follow. This supports the need for development of a single
standard and model template of regulating CCTV policy requirements on college
campuses.
This research investigated how colleges develop, deploy, evaluate, and integrate
policies related to the ethical use of CCTV on campuses. Current college policies and
security industry best practices recommendations related to CCTV were evaluated to
develop an Internet-based survey instrument. The survey, administered to college
security and public safety directors in the Mid-Atlantic United States was designed to
assess if colleges had CCTV policies and if so, how they developed and administered
those policies. The recommendations of this study are developed from the literary
research and an analysis of the survey responses.
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The recommendations resulting from this study include suggested mandated
sections for inclusion in all colleges CCTV policies. These include recommendations for
colleges to align their future policies with the Baldrige Criteria of Approach,
Deployment, Learning, and Integration (National Institute of Standards and Technology,
2011-2012). This alignment ensures that future college policies are well thought out and
effective.
After their CCTV policy is developed, schools must ensure that they
communicate their policy to all pertinent parties and that training is conducted on an
ongoing basis. All policies need constant review, and updating when appropriate, to
ensure that they remain fresh and relevant as technologies and legal standards change.
Finally, colleges must ensure that all ethical policies at the university are
integrated. This includes provisions in this research’s proposed standards for CCTV
policy that integrates the specific guidelines of individual colleges as it relates to their
Sexual Harassment, Discrimination and other ethical policies.
Implications of Findings
The implications of the findings are discussed as they relate to the five research
questions. Included in this discussion is the relationship to the three crime theories;
rational choice, routine activities, and social learning theories, to the results of the
research.
Research question 1. How do colleges and universities develop policies
regulating the ethical use of CCTV technology on their campus? The colleges that did
have written CCTV policies report that they primarily developed the policies with little
input from anyone outside of their public safety or security department. Only 3% of the
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schools have camera or CCTV committees who are responsible for policies related to
surveillance cameras. A few schools include either the legal entity from the college or
the human resources department in CCTV policy decisions but the security department is
primarily responsible for CCTV policy development.
Most college’s security departments that reported having a CCTV policy are
subject to little oversight from outside their department, in the development or
maintenance of that policy. Two colleges report that they do not have a written CCTV
policy because only the Director of Security has access to the cameras. In that situation,
the research supports that outside oversight by another department is justified to prevent
any appearance or actual impropriety in use of the CCTV system. This justification is
further supported by the responses summited by 75.3% of the participants stating that
their security department is also solely responsible for investigating any allegations of
misuse of the college CCTV system or the recorded video data on the system.
The Baldrige Criteria of Approach (National Institute of Standards and
Technology, 2011-2012) assessed the appropriateness of this method of policy
development as lacking in thoroughness and transparency. An effective policy includes
the entire organization in the evaluation process with all departments having an
opportunity for input. By limiting the input on CCTV policy to one department, even
though the system potentially effects the entire organization, fails to consider ideas and
evaluations of outside entities.
The findings of the study reveal that less than half of the colleges participating in
the survey actually have written CCTV policies. One of the respondents even
commented on the survey that their CCTV cameras were in all public places so they did
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not need a policy, as there was no legal expectation of privacy. Solove (2011) and Goold
(2006) would argue that even though there may not be a legal expectation of privacy the
institution should take every measure to protect the individuals whose images were
captured on their CCTV systems. This study supports the implication that having a
strong policy does not infringe on the college’s right to videotape but it does protect an
individual from having their image unnecessarily released to the public without cause.
The colleges that did not have formal written policies regulated the use of their
CCTV systems through various less formal guidelines. Many colleges state that they
verbally train employees on camera use and others used written memos. Of concern to
this research was that 33.3% of the respondents report that they address each incident as
it happens, forgoing any formal policy. Crime theories support that having a strong
policy provides a deterrent to poor behavior. The lack of any policy leaves open
opportunities for those operators of CCTV cameras who may be inclined to act in an
unethical manner.
Rational choice theory supports the use of a strong written policy as a deterrent to
criminal or unethical behavior. The effect of a strong CCTV policy outlining the
penalties for violating the standards may serve as a deterrent to unethical operators of the
systems, if the risk outweighs the rewards (Cornish & Clarke, 1987). The lack of a
strong policy eliminates this penalty as a deterrent.
The majority of colleges that have written CCTV policies include guidelines on
viewing live and recorded video. Most security departments restrict viewing to
authorized personnel only and limit the viewing of recorded video to emergencies. This
serves to protect the data and prevents viewing of recorded data for voyeuristic purposes.
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Also equally important, is the restriction included in most college policies regulating the
copying or distribution of video data without permission. This restriction places strong
deterrents on copying of video data for personal reasons. It also protects the privacy of
individuals by preventing the unauthorized release of video data to social media or the
press.
The need for a strong policy is further supported by routine activities theory.
Camera operators, not bound by a written policy acting as a guardian over the operator’s
behavior, may use the cameras in an unethical manner. A strong policy may prevent the
voyeuristic behavior of a bored operator or the targeting of a person based solely on race
or sex if guidelines for use of the cameras include prohibition on targeting non-criminal
behavior (Norris & Armstrong, 1998).
The survey participants were asked two questions related to monitoring of noncriminal activities. The first asked if their college’s policy included guidelines for
monitoring of non-criminal activities on campus. This distinction is important, as
students on campus should feel free to participate in college activities without fear of
being targeted for surveillance. While 56% of the schools state their policy restricts
monitoring of non-criminal activity, that number dropped to 40% when non-criminal
activity was described as student protests and student events. Additionally, three
participants skipped the more descriptive question.
Colleges that do not restrict the monitoring of non-criminal, peaceful student
events are not recognizing the students’ rights to peacefully assemble. If students feel,
their activities are recorded and subject to unrestricted review, they may not feel
comfortable engaging in many student activities. The American Civil Liberties Union
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(King et al., 2008) recommends that cameras not be actively monitored. While that may
be an excessive guideline in all circumstances, it does prevent unwarranted targeting of
innocent behavior.
While public spaces do not permit a person to have any expectation of privacy, as
they are already in the public eye, a person would not expect to be subject to surveillance
in private areas. Solove (2011a) asserts that a person has an expectation of privacy in
certain areas. These private areas may include private offices, dorm rooms, bathrooms,
and locker rooms. Most colleges that do have policies include a section restricting
installation in places were persons have a reasonable expectation of privacy.
Unfortunately, there are still schools that do not include any limitations on where cameras
are installed. It is important that safeguards are in place to protect an individual’s privacy
and prevent release of potentially compromising video.
Research question 2. How do colleges communicate their ethical use of CCTV
policies to their security or public safety personnel? The questions on the survey aligned
to research question two and research question three are related to the Baldrige Criteria
(National Institute of Standards and Technology, 2011-2012) of Deployment. The
Baldrige Criteria (2011-2012) of Deployment is best described as the colleges’ ability to
employ the policy consistently throughout the organization. This would include training
of personal on the content of the policy and ensuring that all departments follow the
policy.
The survey questions asked if security personnel receive formal training on their
college’s CCTV policy. The participants from those schools that do conduct training
were asked how often they train or retrain their security personnel on their CCTV policy.
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Only 21.6% of the responses state their college trains on their policy at least once per
year. Over 31% of the colleges only train personnel when they are hired or promoted and
have no provisions for ongoing training. Nearly 10% of the colleges state they never
train personnel on their CCTV policy.
Reinforcement of existing policies through ongoing training is important. Akers’
social learning theory (Akers & Jensen, 2009) supports the effect of a person’s peer
group, social structure, and environment on their values. If the college is not influencing
the camera operator’s behavior through constant training and reinforcement of the correct
and ethical use of cameras, less ethical social pressures may reinforce the operator’s
behavior. Colleges must train their personnel to understand the responsibilities of using a
CCTV system, and the consequences of any misuse. If proper training is not conducted,
these procedures may be unclear to the camera operator, or discounted as unimportant. If
the operators’ believe the reward or peer recognition for voyeuristic or unethical behavior
outweighs the punishment, inappropriate behavior may occur. Strong rules and penalties
that are consistently enforced will help to curb any unethical behavior (Caron, 1998).
Colleges need to reinforce the importance of their CCTV policies through
training. Additionally, everyone that receives CCTV training should sign a document
acknowledging they are aware of, and agree to follow the policy. Over 50% of the
participating schools surveyed do not require any documentation attesting to the receipt
of required training. Requiring a camera operator to sign a document that they
understand the guidelines for using the surveillance system serves to reinforce the
importance placed by the organization of that policy.
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Research question 3. How do colleges communicate their ethical use of CCTV
policies to their student, faculty, and staff populations? Related to the Baldrige Criteria
of Deployment (National Institute of Standards and Technology, 2011-2012) as stated
above, the survey questions developed to answer research question 3, determine how
colleges communicate their CCTV policy to the members of the college or university
community, who were not members of their security or public safety departments.
According to the Baldrige Criteria (National Institute of Standards and Technology,
2011-2012) successful deployment of a policy should include the entire organization.
The survey results show that the majority of colleges that do have policies do not make
the policy available to anyone outside of their security department. Only 10% of the
colleges have open policies that were publicly available to anyone on the Internet.
Participants were asked if anyone in departments, other than security or public
safety at their college, had input into the development or implementation of their CCTV
policy. The majority of the schools do not involve any other departments in developing
their CCTV policy and only 5% of the schools report permitting student involvement in
the process.
These results are is in direct conflict with the recommendations of the U.S.
Department of Homeland Security (2007) who recommends that operators of CCTV
systems welcome public inspection to build trust and the City of San Francisco
(Community Safety Camera Ordinance, 2006) which mandates public input prior to
camera installation.
The state of Nevada regulates the requirements for camera use on Nevada college
campuses (Nevada Revised Statutes, 1993). Nevada statute mandates colleges have a

92

Committee on Video Surveillance. This video committee is responsible for developing,
implementing, and regulating camera policy on campus. The committee must include
representatives from multiple departments, union members, and students. This is an
excellent example of an inclusive policy that is transparent at every level of the
organization.
Research question 4. How do colleges ensure that their CCTV policies remain
up-to-date as technology and university needs change? Learning, as it applies to the
Baldrige Criteria (National Institute of Standards and Technology, 2011-2012), refers to
colleges’ evaluation and training processes promoting improvement and innovation in
their organization. Inconsistences in the requirement for training, and timeliness of the
training related to the use of CCTV of security personnel, were discussed previously.
Lack of standardized and mandated training and retraining of personnel on the CCTV
policies prevents reinforcement of the rules and procedures. Equally important is
keeping policies updated as the needs of the college and technology evolves.
An effective CCTV policy should be reviewed and updated regularly to remain
current. The technologies related to CCTV systems are evolving quickly. Policies
developed only 10 years ago may include instructions for the reuse of VCR tapes. This is
an outdated technology. Recording surveillance video on a VCR has been replaced by
high definition digital systems that stream over wireless networks and may be viewed on
a Security Director’s smart phone. If the college has not reviewed or updated their
CCTV policy in years, they are vulnerable to misuse.
Participants were asked how often in the last five years they had updated or
reviewed their college’s CCTV policy. Slightly over 10% responded that they have

93

reviewed it at least three times in the previous five years. Over 34 % report they have
never reviewed their policy in the past five years. The lack of review and failure to
maintain an updated policy is difficult to understand.
Digital technologies require rules and procedures that that are fresh and
innovative. Security departments must address the introduction of Facebook, Twitter,
and other social media technologies and their impact on safeguarding CCTV systems.
The amount of video data that can be copied in seconds onto a small thumb drive makes
security of data essential. Colleges guided by CCTV policies older than, or unchanged in
over five years old may not have imagined the widespread changes in technology when
developing these policies. Yet 24% of the participants report that their college has never
updated their CCTV policy. As technology changes so must the policies regulating these
technologies.
Research question 5. How do colleges integrate their university’s ethical use of
CCTV policies with their university’s’ other ethical policies, such as sexual harassment
and discrimination? CCTV technology as discussed previously is vulnerable to misuse
by unethical or untrained camera system operators. Lyon (2002) advises that unethical
use of cameras could result in social sorting of unwanted persons in the surveillance area.
Whether that sorting is based merely on age, sex, race, or other bias, it is improper to
target non-criminal behavior. The development of research question 5 was designed to
analyze how colleges integrated their policies developed to prevent discrimination and
sexual harassment on their campus, into their CCTV policy.
Integration is described in the Baldrige Criteria (National Institute of Standards
and Technology, 2011-2012) as the alignment of all policies, plans, and goals of an
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organization. The expectation is that all policies in a college support the mission and
values of the college, and demand compliance with all ethical standards of conduct.
The inclusion in a CCTV policy, guiding the behavior of a camera operator, of a
prohibition on sexual harassment or racial discrimination seems appropriate. While every
college had a policy for both sexual harassment and racial discrimination only 34.4 % of
participants report their CCTV policy includes guidelines for monitoring a person solely
on race, ethnic origin, or sexual preference. Even fewer colleges, 20.4% integrate the
schools policy on sexual harassment in their CCTV policy. Integration of all ethical
behavior policies into their college’s CCTV policy is important to set a standard of use
for the camera operators.
Exploratory analyses. After analyzing, the survey responses using inferential
statistics the researcher was able to tabulate the scores collected and summarize the
values. Demographic statistics provided the count and percentile statistics. Because of
these analyses, it was apparent that many schools did not have written policies. The
original expectation of this study intended to assess if colleges had CCTV policies and if
so, how they develop and administer these policies. What was unexpected was the
number of schools that had active CCTV systems on their campuses, yet no formal
policy. Further exploratory analyses were conducted to determine if significant
associations exists in schools with written CCTV policies compared to schools without
written CCTV policies.
Five exploratory analyses were conducted on the survey response data. Three
analyses use a chi-squared test for independence and two use logistic regression. The
independent variables for these three tests, using the chi-squared test for independence,
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are the type of school (four-year public, four-year private, and two-year public/private);
campus location (metropolitan/inner city, urban, urban adjacent, and rural); and the type
of security personnel on campus (sworn, unsworn, and a combination of sworn and
unsworn officer). The dependent variable for all three tests is whether the schools have a
written CCTV policy.
The result of the analyses reveals that no significant association exists between
school type, location, or type of security department and whether they have a written
CCTV policy. Four-year universities in major cities with sworn, armed police officers
had the same percentage of CCTV policies as small, unsworn, two-year rural community
colleges.
The final two analyses conducted use logistical regression to determine if the
school size or the total number of cameras on campus could predict whether a college has
a CCTV policy. These two predictors are chosen to see if the size of the student
population or the size of the camera surveillance system predicts if a school has
developed a CCTV policy. There are no significant differences between student
population or the size of a colleges CCTV system, and the presence of a written CCTV
policy.
The outcome of all the exploratory analyses is that there are no observed factors
that attribute to the presence of a written camera policy. Four of the schools that do not
have a policy, have over 500 cameras installed on their campus. Regulating a camera
system that large without policies and procedures seems a daunting task. There was no
explanation discovered by this research why more than 50% of the colleges who use
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camera surveillance on their campus do not have a policy regulating the use of CCTV
technology.
Limitations
Although efforts were made to minimize the gaps and limitations in this study,
they did exist. The survey population is limited to a sample group of a specific
organization. Only colleges that are members of IACLEA and located in the MidAtlantic region of the United States were asked to take part in this study. Although not
uncommon for Internet-based surveys to have response rates of less than 20%, an
increase on this study’s return rate of 38% would provide a more representative sample
(Witmer, Colman, & Katzman, 1999). Additionally, only Directors and Chiefs of the
respective Security and Public Safety Departments participated in the survey. College
administrators, students, and personnel in non-security related departments are not
included in this study.
This research obtained responses by surveying the entire population of IACLEA
member colleges in the Mid-Atlantic region. Therefore, the results of this study may be
representative of all colleges inside of this region, but the results cannot be generalized
on a larger scale without expanding the survey population outside of one area of the
United States.
The distribution of the survey was conducted by sending an email to the listed
email addresses of the Director or Chief of each college in the Mid-Atlantic region.
Some participants may have feared releasing information electronically if the researcher
could trace the origin of each survey response. Although anonymity was guaranteed to
participants in the survey’s consent agreement, security professionals are trained to
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protect confidential information. This may partially explain why on two sensitive
questions related to inclusion of Sexual Harassment and Discrimination policies in the
CCTV policy, a higher than average number of participants skipped those two questions.
If a college fails to include one or two of those important policies in their ethical use of
CCTV policy, publicizing that oversight may not be in the schools best interest.
Recommendations
The research in this study reveals that nearly every college surveyed (97.89%) use
CCTV or another method of video surveillance on their campus. The original purposes
of this study was determine if colleges have CCTV policies regulating the use of cameras
on campus and evaluate how they develop and administer those policies. Security
professionals may use the study results to develop a set of standard guidelines, and
recommendations, that colleges could use to develop ethical use of CCTV camera
policies in the future. What was an unexpected result of this study was the number of
colleges that do not have formal written CCTV policies. Less than 48% of the colleges
surveyed have any written policy regulating the use of the cameras.
The large number of schools reporting the lack of a formal policy regulating the
ethical use of their camera system supports the need for mandating a written
comprehensive CCTV policy. Privacy issues outlined in the literature related to use of
cameras such as, unauthorized release of video to the press or putting video on social
media make this an important requirement. FERPA (Department of Education, 2008)
regulates the privacy of student information yet recorded images of student activities
occurring in the public view of surveillance cameras are unregulated. Students, faculty,
and staff at all colleges deserve every protection possible from the unauthorized release
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of CCTV video without their permission. Once video is released publicly that wrongly
violates a person’s right to privacy, that privacy can never be restored (Gallagher, 2004).
While the majority of colleges report they do not have written CCTV policies,
25% of the participants report they are currently developing a policy. Further qualitative
research should investigate why there is a lack of quality and consistency in developing
CCTV policies at these colleges. Law enforcement as a field is highly regulated by law.
The research participants representing the law enforcement arm of their colleges
acknowledged the need for policy but do not seem able to complete the task. Research
should investigate if the academic environment and/or oversight prevent agreement on
development and distribution of regulatory policies. Higher education by nature is more
collaborative and collegial then law enforcement, which has a paramilitary structure.
Does a need for collaborative agreement on policy prevent approval of a final product?
What other factors are effecting the creation and implementation of CCTV policies that
the survey participants acknowledged, was necessary.
Replication of this survey with a larger sample population including all regions of
the United States and colleges that are not members of IACLEA would provide a larger
sample. While many colleges are members of IACLEA, it is not all-inclusive and to
sample every college the population would need to expand outside this organization.
Addition of a survey question asking if the Commission on Accreditation for Law
Enforcement Agencies (CALEA) or similar accrediting agency accredits the college
security department is recommended. CALEA requires a law enforcement or campus
security department “to develop a comprehensive, well thought out, uniform set of
written directives” (CALEA® | The Commission on Accreditation for Law Enforcement
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Agencies, Inc., 2013, para. 7). This requirement for accredited college public safety
departments to document all policies may show this as a predictor if a college would have
a written CCTV policy.
The prior research on this topic and the results of the study reveal a gap in the
industry. College security departments have no single resource to obtain a
comprehensive template for developing their CCTV policy. Using the survey responses
and available best practices, college security professionals should develop and publish a
formal set of guidelines for CCTV policy implementation. It is recommended these
guidelines include instructions on how colleges should: (a) develop a CCTV plan to fit a
college’s specific needs; (b) integrate all the ethic policies such as discrimination and
sexual harassment in the plan; (c) implement staff training requirements that requires
regular refresher training on the ethical use of CCTV; and (d) ensure timely review of the
CCTV policy to ensure that it remains up-to-date as technology and legal statutes change.
Making these guidelines available to security professionals inside and outside of higher
education will add consistency to CCTV policy planning.
Conclusion
This study focused on the policies colleges use to regulate the ethical use of
Closed Circuit Television (CCTV) cameras on their campuses. The methods the colleges
use to develop, deploy, evaluate, and integrate these policies was of particular interest.
The research uses the Baldrige Criteria of process scoring evaluation dimensions,
Approach, Deployment, Learning, and Integration (National Institute of Standards and
Technology, 2011-2012) as the basis for assessing the quality of existing college CCTV
policies.
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The availability of prior literature and research related specifically to industrywide standards for CCTV policies at colleges were limited. Many colleges have
developed their CCTV policy yet not integrated other college ethical policies regulating
discrimination and sexual harassment. Other college’s policies do not address issues
related to unauthorized copying and distribution of recorded video data. This research
supports the need for an industry-wide model for CCTV policy development.
The study uses a quantitative Internet-based survey issued to college and
university security professionals in the Mid-Atlantic region of the United States. All
colleges in the survey population are members of the International Association of
Campus Law Enforcement Administrators (IACLEA). The survey requests participants
respond to questions related to the development of their college’s CCTV policy and
demographic data.
The survey instrument was developed using the research on the literature
including policies currently in use by colleges in the United States (Bates College, 2008;
Franklin and Marshall College, 2008; Johns Hopkins University, 2005; Syracuse
University, 2012; University of Nevada, 2006) and United Kingdom (Callington
Community College, 2011; Canterbury Christ Church University, 2006; London South
Bank University, 2010). Additionally, current CCTV industry best-practice
recommendations from the United States Department of Homeland Security (2007),
ACLU (King et al., 2008), the City of San Francisco (Community Safety Camera
Ordinance, 2006) and the Data Protection Act of 1998 (Elizabeth II, 1998) are used for
content development. These sources of literature were coded for common themes and
from these themes, the initial questions were developed.

101

As this is a new survey instrument, reliability and validity had to be established
prior to use. The survey consists of fixed answer multiple-choice questions with both
open and closed-end response choices. The survey design uses Likert-type response
choices. The questions consist of fixed response multiple-choice questions with an
option to add additional open-ended information in a comment box
To establish validity and reliability a panel of nine experts in the college security
field was used. The panel members were given the initial survey as a pre-test and
requested to read the questions for validity and construct. A pre-test is a smaller scale
distribution of the survey to a convenience group, in this case the panel of experts (Rea &
Parker, 2005). Validity requires that the questions measured what they are purported to
measure and that the participants interpret the questions as the researcher intended (Czaja
& Blair, 2005). The panelists then returned the survey with written comments.
After review of the panel’s responses questions were reworded for clarity and
mechanical flaws in the electronic survey were corrected. Two questions from the
original survey were eliminated from the final research version of the survey instrument.
The first was redundant and unnecessary and the second was not directly related to the
subject of the study. A corrected version of the survey was finalized and prepared for test
distribution to the panelists.
The test survey was distributed to the nine panelists via an Internet link to
replicate the manner the survey will be delivered to the research participants. The nine
test survey responses were returned electronically.
The members of the expert panel returned the survey via SurveyMonkey an online survey tool. The data from this test of the survey instrument revealed the survey
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mechanically sound and all responses recorded accurately. The only three comments
from the panelists were related to typographical errors on the survey. These errors were
corrected on the next version of the survey.
Ten days later the panel was then distributed the same test, with minor corrections
(Kelley, 1999). Similar to the previous test the re-test was sent via the Internet using
SurveyMonkey. The members of the expert panel had not been informed previously that
a second re-test would be sent. The original link to the survey instrument was no longer
valid so the panelists could not compare, or copy, their previous survey responses.
The re-test resulted in the return of all nine surveys. The analysis of the responses
to the re-test revealed the survey results were statistically similar. The only difference
from the test to the re-test was the lack of open-ended comments. The second test did not
include comments containing additional information about the individual college’s
CCTV policies. Upon questioning of the panelists, they stated they had provided that
information of the previous version of the survey. All fixed answer questions revealed
test-retest reliability (Patten, 2009). Members of the expert panel were not eligible to
participate in the research survey.
After establishing reliability and validity, the Internet-based survey was issued to
the research participants, 265 Security Directors at colleges and universities in the MidAtlantic region of the United States. All participating colleges are members of IACLEA,
an organization for college law enforcement professionals. The survey responses were
returned electronically at a rate of 38%.
The survey results were analyzed using Statistical Package for the Social Sciences
(SPSS) statistical analysis software. Inferential statistics were used to draw conclusions
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from the samples tested. The statistical analysis on the demographic data included
percentage and frequency of responses. Descriptive statistics and analysis of the
quantitative data were used to assess the research questions.
The analysis of the survey responses determined that less than 50% of the
colleges participating in the study actually have a written CCTV policy. The purpose of
this study is to determine how colleges develop, deploy, evaluate, and integrate policies
regulating the use of CCTV on their campuses. The unexpected result is identifying how
many colleges have not yet developed a CCTV policy for their school.
Further exploratory analyses were conducted using chi-squared test of
independence and logistic regression analyses. These chi-squared tests for independence
are used to determine if any significant associations exist in the school type, location, or
type of security department between schools with written CCTV policies and schools
without a written CCTV policy. Additionally, logistic regression analyses are used to
determine if school size or the number of cameras a school has installed on campus are
predictors that can be used to determine if a college has a written CCTV policy.
The results of chi-squared tests for independence is that there is no significant
association between any of the independent variables; school type, location, or type of
security and the dependent variable, and whether a school has a written CCTV plan. The
result of the logistic regression test is that neither school size nor number of cameras
installed on the college’s campus can predict whether a school has a written CCTV
policy. Therefore, after analysis of the research data the study is unable to reject the five
null hypotheses.
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The small sample size and participants drawn only from a single organization’s
geographical region limited this study. Further research on a larger scale will increase
the generalizability of these results. I recommend that further studies research the
possible reasons security departments in higher education institutions do not have written
policies regulating the use of surveillance cameras on their campuses. Lack of policies
regulating the monitoring of cameras, and restricting the unauthorized release of recorded
video, has potential implications on the privacy of their students, faculty, and staff.
Development of a single resource where colleges may obtain information and
templates to help them develop, deploy, evaluate, and integrate a policy regulating the
ethical use of CCTV technology on their campus is necessary. Consistency in the
guidelines colleges are using to safeguard the privacy of their students and staff, as it
relates to CCTV, will enable colleges to ensure that cameras are maintained as a crime
prevention tool and not an ethical liability.
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Appendix A
Informed Consent to Participate in Research
Title of study:
Analysis of Ethical Management Policies for the use of CCTV
on College Campuses
Researcher:
Jeannine M. Jennette
Dissertation Chair: Dr. Richard Maurer
Introduction:
You are requested to consider participating in a research study being conducted by
Jeannine Jennette for a dissertation under the supervisor of Dr. Richard Maurer of the
Department of Education at St. John Fisher College. You are asked to participate
because you are a security professional at a college or university in the Mid-Atlantic
United States. In this study, security professionals receive an Internet-based survey
designed to obtain information on their schools policies related to the ethical use of
Closed Circuit Television Camera (CCTV) technology on their campus. Participants
will also to be asked to voluntarily participate in a follow-up telephone interview to
expand on their survey answers. Participants may agree to only participate in the
survey anonymously and not participate in a follow-up interview. It is hoped that
security professionals will be willing to share their views relating to the survey and
interview questions.
Please read the form carefully and ask any questions you may have before deciding
whether to participate in the study.
Purpose of study:
This study will evaluate colleges’ current practices for the ethical use of video technology, and
develop through survey and interviews with experts in the field, recommended best practice
guidelines for the ethical use of CCTV on college campuses. These guidelines will be available
to practitioners in the field to assess or develop their own policies related to the ethical use of
camera systems.

Study Procedures:
If you agree to participate in the study, you will be asked to complete an online survey
that will take approximately 10-15 minutes to complete. This survey is designed to
gather information on your college’s policies related to the ethical use of CCTV on your
campus. Upon completion of the survey, you will be asked if you are willing to
participate in a brief 10-minute recorded telephone interview to expand on the answers
you provided on the survey. This interview will be used to clarify and most accurately
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reflect your college’s current policies. The identifying data from these surveys, as well
as follow-up interviews, will be destroyed once the data is transcribed and coded
Approval of study: This study has been reviewed and approved by the St. John Fisher
College Institutional Review Board (IRB).
Risks and benefits: The researcher will protect confidentiality and anonymity of all
research
data. There are no risks involved in participating in this research.
Confidentiality/privacy: All information gathered in this study will remain
confidential. No data will be released identifying participants or their schools. All
research will be conducted with the highest ethical standards for confidentiality.
The names of the participants will be coded when the surveys are returned. The
survey results and the interviews will be coded and the master coding list
associating participants names with survey and interview results will be destroyed
once the interviews are complete. Only the researcher and her dissertation chair
will have access to the master coding list and interview data. Audio recordings of
the follow-up interviews will be destroyed immediately after the data is coded. The
researcher will retain the coded interview materials in a locked cabinet for a period
of four years following the completion of the research and then it will be destroyed
by shredding these records.
Your rights:
As a research participant, you have the right to:
1.
2.
3.
4.
5.

Have the purpose of the study, and the expected risks and benefits
fully explained to you before you choose to participate.
Withdraw from participation at any time without penalty.
Refuse to answer a particular question without penalty.
Be informed of appropriate alternative procedures or courses of
treatment, if any, that might be advantageous to you.
Be informed of the results of the study.

I have read the above, and by electronically participating in this survey, I agree and
consent to participate in the above-named study.
If you have any further questions regarding this study, please contact the researcher,
Jeannine Jennette at 212-305-1292 or jmj03926@sjfc.edu.
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Appendix B
Survey Questions
1. Does your college use CCTV or other method of video surveillance on or off campus?
Yes
No
2. How many CCTV cameras on your campus does your college monitor and/or record?
100 or less
101-200
201-500
501-1000
1001-2000
2001 or more
3. Does your college have a written policy related to the use of CCTV cameras on
campus?
Yes
No, but we are currently developing one
No, we do not have any CCTV cameras on campus
No, we have CCTV but no written policy
Other (please specify)
4. Who at your college is responsible for developing and/or maintaining your
CCTV policy?
Security/Public Safety or Police Department
College CCTV or Camera Committee
General Counsel or Legal Department
Unknown
Other (please specify)
5. What year was your camera CCTV policy originally written?
Year
6. If you have CCTV cameras on your campus but do not have any written policies, how
do you regulate the use of your CCTV cameras? Select all that apply.
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Verbal training of employees
Written memos
Address each incident or question regarding CCTV as it occurs
Other (please specify)
7. In the last 5 years how often have you reviewed and/or updated your written
CCTV policy?
O times
1-2 times
3-4 times
5 or more times
8. When was your written CCTV policy last updated?
Less than six (6) months ago
Between six (6) months and one (1) year ago.
More than one (1) year but less then two (2) years ago.
Two years but less than three (3) years ago
Three (3) years or more
Never updated policy
9. Does your written or unwritten CCTV policy include guidelines on how long video
data is stored?
Yes
No
10. What is the average number of days your college stores CCTV video data, not
required for a specific incident or investigation?
Less than 7 days
7 days but less than 14 days
14 days but less than 30 days
30 days but less than 120 days
Over 120 days (specify)
11. Does your CCTV policy, written or unwritten, restrict copying and disseminating
video data?
No
Yes, only with permission person in charge of security/public safety or campus
police
Yes, only with permission of General Counsel or college legal department
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Yes, only upon receipt of subpoena
Yes, other (specify)
12. Does your CCTV policy, written or unwritten, restrict who may view live or recorded
surveillance video?
No
Yes, restrict viewing of live and recorded video to Security or other authorized
personnel only.
Yes, require permission to view recorded video unless emergency, live viewing
restricted to security or other authorized personnel.
Yes, video is not actively monitored. Recorded video reviewed only after
incident or request from authorized person.
Yes, other restrictions.
13. How is your CCTV policy communicated to students, faculty, and staff?
Policy is publicly available on the Internet or in written documents.
Policy is available on college website but access restricted to students, faculty,
and staff.
Policy is on college website but restricted to authorized personnel
Policy is not publicly available restricted to security personnel only.
Not applicable. Do not have a policy.
Other please specify.
14. Do students, faculty, and staff (non-security personnel) have any input into the
development, or implementation of the college’s CCTV policy?
No.
Yes, Students, Faculty, and Staff
Yes, Faculty and Staff only
Yes, Faculty only
Other (please specify)

15. Do you conduct formal training of security personnel on your CCTV policy? If yes
how often are they trained/retrained?
Never.
Once a month.
2-3 times a year.
Once a year.
Once a week.
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Only when newly hired or promoted.
Only if policy changes.
Other (please specify)
16. Does your college require that security and/or public safety personnel, sign a
document acknowledging that they understand your college’s CCTV policy, and will
comply with all policies related to the ethical use of CCTV cameras on campus?
Yes.
No.
Other (please specify)
17. Does your CCTV policy integrate your university’s policy on Sexual Harassment?
Yes.
No.
18. Does your CCTV policy include guidelines regulating the monitoring of non-criminal
activities on campus?
Yes.
No.
19. Does your CCTV policy include guidelines on monitoring persons based solely on
race, ethnic origin, or sexual preference?
Yes.
No.
20. Does your CCTV policy include guidelines regulating the monitoring of non-criminal
activities on campus (i.e. protests, student events)?
Yes.
No.
21. Does your CCTV policy include restrictions on installing cameras where a person
may have an expectation of privacy (i.e. locker rooms, bathrooms, or private offices)?
Yes.
No.
22. Who is responsible for investigating violations of your colleges CCTV policy?
Person in charge of college Public Safety/Security/Police Department
General Counsel or college Legal Department
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Equal Opportunity Office EEO/OEEO or equivalent on your campus
Other college or outside agency (please specify)

23. Has your college experienced any misuse of CCTV cameras or recorded CCTV data
that required an investigation or resulted in disciplinary action?
Yes.
No
24. Your college is best described as:
Four-Year Private College
Four-Year Public College
Two-Year Public or Private College
Other (please specify)
25. Where is your college located?
Metropolitan Inner-City campus
Urban campus- inside a smaller city
Urban-Adjacent –Easy access to a city
Rural Setting Campus – more distant from a city
Other (please specify)

26. What is the student population of your college or university?
Under 1500 students
1501-2500 students
2501-5000 students
5001-7500 students
7501-10,000 students
10,001-15000 students
15,001-20,000 students
20,001-30,000 students
25,001-30,000 students
30,001-35,000 students
35,000 students or over
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27. What is the size of your security, public safety, or campus police department?
Under 25 employees
26-50 employees
51-100 employees
101-150 employees
151-200 employees
201-250 employees
251-300 employees
301-400 employees
401 employees or more
28. Is your department sworn or unsworn, or a mix of sworn and unsworn officers?
Sworn
Unsworn
Both Sworn and unsworn
29. Are the members of your public safety/security department armed, unarmed, or a mix
of armed and unarmed officers?
Armed
Unarmed
Armed and Unarmed officers
30. Please add any comments regarding your college’s CCTV policy or CCTV practices
that were no covered in this survey that you feel are beneficial to this study?
31. Are you willing to participate in a brief telephone interview with this researcher to
further clarify any responses given in this survey? All information will be kept strictly
confidential.
31. Please enter your contact information Below. Thank you for participating in this
survey.
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Appendix C
Correlational Analyses of Survey Test Versus Retest

Correlation

STDEV

Mean Test 1

Mean Test 2

SQ1

1.00

0.00

1.00

1.00

SQ2

0.92

1.82

3.67

3.56

SQ3

1.00

0.96

1.44

1.11

SQ4

1.00

0.43

0.78

0.78

SQ5

1.00

4.66

2007.25

2007.38

SQ6

1.00

0.96

2.13

1.83

SQ7

0.94

0.96

1.67

1.78

SQ8

0.89

1.95

4.22

3.89

SQ9

1.00

0.32

1.11

1.11

SQ10

0.89

0.70

3.67

3.56

SQ11

0.96

1.10

1.78

1.89

SQ12

0.96

1.06

1.89

2.00

SQ13

1.00

1.41

3.11

3.11

SQ14

1.00

0.49

1.33

1.33

SQ15

0.71

2.56

3.78

4.44

SQ16

0.66

0.38

1.22

1.11
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SQ 17

1.00

0.51

1.56

1.50

SQ18

1.00

0.49

1.38

1.33

SQ19

1.00

0.24

1.00

1.11

SQ20

0.94

0.73

1.11

1.25

SQ21

0.75

0.38

1.89

1.78

SQ22

0.75

0.42

0.89

1.00

SQ23

0.76

0.46

1.78

1.67
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